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Chapter 10

Predictive Routing for Airborne Monitoring of
Heritage Areas

* Salvatore Polverino, Rokhsaneh Rahbarianyazd

Introduction

The principal guidance for the conservation of the environment, cities, and buildings has been meticulously
developed by supranational governing bodies such as UNESCO (United Nations Educational, Scientific and Cultural
Organization) and ICOMOS (International Council on Monuments and Sites) (Zaina, F. et al., 2022). These
organizations serve as political barometers, with the UNESCO World Heritage Committee annually elucidating
interpretations of architectural heritage conservation.

The objective and rationale of urban development significantly impact historical cities. Liang, Wen, et al. (2023)
assert that mere conservation of buildings is insufficient, emphasizing the need for heritage and sustainable
development to progress in tandem, as articulated in the 2011 Recommendation on the Historic Urban Landscape.
This endorsement highlights contradictions between architectural heritage conservation and modern urban
development, arguing that the rigid and dogmatic connotations of the 1964 Venice Charter are obsolete; from this
viewpoint, history and development are seen as mutually beneficial contexts (Najd Deghati, M. et al., 2015) in the
act of preserving the lexicon of urban heritage (Nia, H. A et al., 2017).

The urgency to safeguard archaeological parks and monuments in urban areas, both before and after conflicts,
is evident (Barakat, S., 2021). This relevance aligns with the latest orientations from the 2005 Vienna Memorandum
by UNESCO and the 2015 Recommendation for the Protection and Promotion of Museums and Collections, stressing
the importance of protecting and preserving cultural heritage in museums. This includes safeguarding collections
from risks such as theft, damage, degradation, and natural disasters, with a focus on advanced technological
integration of digitalization.

As a consequence, the air-digital interaction was first recognized in 1954 under the canonical aspect of armed
conflict, followed by the 1999 Second Protocol of the Hague Convention, which introduced enhanced protection for
cultural sites of significant importance. ICCROM’s Course on First Aid to Cultural Heritage in Times of Crisis trains
cultural heritage professionals to provide immediate assistance to damaged cultural assets during conflicts,
covering damage assessment (Chizzoniti, G. et al., 2023), site stabilization, and collaboration with local communities
and humanitarian agencies. Despite these efforts, challenges arise from the qualitative exploration of Electronic
Warfare (EW) and its impact on energy and monitoring systems (Leijonhufvud, Gustaf et al,, 2021) delving into a
functional approach of the built surroundings (Loulanski, T., 2006), e.g. for context-responsive historical landscapes
(Di Mauro, L. et al,, 2024) in line with its derived bunker archeology (Schofield, ]., 2009) and anti-aircraft shelters
(Rosser, P. et al., 2024) addressed to newfound gentrification definitions with an “allied alteration” in the built
environment (Rahbarianyazd, R., 2017). Parallel to this, we acknowledge an intrinsic separation between physical
heritage buildings and their social use applying economic evaluations as a correction factor of urbanism (Madrigal,
], 2018) and energy audits (Richards, |, et al., 2022) via sensor-based architecture, critical for institutional building
management. Research databases notably lack information regarding conflicts involving heritage, except for
physical and classical inscriptions (Borja, A., 2021), historically used to demonstrate moral victory over another
civilization.

Contemporary threats involving detonations and artillery, combined with the physical confiscation of property
by armies, as outlined in 10 U.S. Code § 2579 - War booty (Feis, H., 2016), highlight the shift to digital services. An
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increase in qualitative factors, is yearly portrayed by the UNESCO Cultural World Heritage Sites (WHS) which has
recently shared a boost of input variables following the definition of Outstanding Universal Value (OUV). As Roha
W. Khalaf (2017) mentions, “If a World Heritage property is destroyed and later reconstructed, could it still be
recognized as World Heritage?”. This issue involves a signal about invisible forces in the aerial ether, with author
Khalaf (2017) posing questions about the initiation, technical training, construction materials, guidelines, impact
assessments, and assessment team for reconstruction.

Emerging from the EW context and cyberspace (Choi, S. et al., 2020), volatile data related to cultural, moral,
and scientific supremacy emphasize the impact of military data acquisition and the display of such data as a form of
spatial conquest. Subsequentially, a marginal bibliography regarding the quantitative manufacturing aspect of
Unmanned Combat Aircraft System (UCAS) considers data inputs in estimation matrices.

Nonetheless, significant non-disclosure due to classification poses severe research limitations, including
adversarial UAS (Unmanned Aircraft System) aeronautical data (Balcerzak, T. et al., 2022), in large part unreleased,
and the hypothesis of a designated archaeological zoning buffer under EW pressure.

This hypothesis is supported by previous departmental research advocating for no-strike lists along Italian
borders against foreign forces in the Mediterranean basin for battlefield key terrain models (Spennemann, D., 2020)
favoring Heritage Building Information Modeling (HBIM) (Spennemann, D., et al., 2019).

Parallel to ICCROM-UNESCO Outstanding Universal Value guidelines, this research examines an advanced
outlook of EW supervision, concentrating on predictive national prevention strategies, as illustrated in the Aerial
view retrieved from Google Earth Imagery of Figure 1 (a).

To reinforce the paradigm, we focus on enhancing Situational Awareness (SA) for the southernmost region of
[taly, specifically along the southwestern coast of Sicily, as illustrated in Figure 1 (b), an area acutely vulnerable to
non-European influences; this region aims to protect identity-bound historical landmarks (Hamurcu, et al., 2020;
Brosché, et al,, 2016), which have been neglected during wartime, as noted by Hoeniger (2024).

Key for peacetime context evaluation, the X-47B UCAS is designed to carry various EW payloads, including
jammers and Electronic Intelligence (ELINT) receivers, enhancing its operational versatility (Sozinov, A, et al,
2023), e.g. its carrier-based takeoff and landing capability makes it suitable for coastal surveillance and amphibious
operations in adverse weather; given its exclusive purpose as a demonstrator, it's designated to prompt critical
assessments of its cost-effectiveness and the strategic value of continued development in observance to this
unmanned aerial vehicle detection category (Seidaliyeva, U. et al., 2023) and their implied anomaly (Wu, Y. et al,,
2024).

In last instance, the rationale behind this study relies on the intricate protection of this settlement, as seen in
Figure 2 (a), serving as an exemplary case study for EW management, emphasizing the heterogeneous land cover of
the Selinunte Park and its adjacent areas, highlighted in Figure 2 (b).

This locale is characterized by a wide range of buffering zones, thereby presenting a complex and rich
environment for the application of EW strategies (Chetverikov, B., Babiy, L. et al., 2024).
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Figure 1 (a) National context and (b) Regional overview highlighting deployment area.



Predictive Routing for Airborne Monitoring of Heritage Areas 97

12°49'0"E 12°50'0"E
12°44'0"E 12°48'0"E 12°52'0"E :
= =
e o
D o)
=z o o
£ = I~ ~
o ) o on
g S
B 3
o™ D~
o™
=
& =
o >
o O
& &
o ~
o™
= =z
© o
Ln n
o on
& &
o on
=
o =
& =
o o~
= &
o™ O~
™
12°44'0"E 12°48'0"E 12°52'0"E 12°49'0"E 12°50'0"E

Figure 2 (a) Close-up of the operational area and (b) Detailed aerial view of deployment site.

1.a. Literature Review: pioneering unmanned demonstrators for carier operations

Through rigorous analysis, we select the most pertinent deployment methodologies, commenced in Figure 3, with
a detailed examination of orientations to improve EW supervision and UCAS positioning.

By establishing a hierarchical decision-making framework based on three phases, the research incorporated a
binary decision-making process, explicitly delineating “yes” and “no” choices to avoid regression and ensure
consistent progress.

This systematic approach is divided into three essential phases: i) Preparation Phase; ii) Weighting Calculation
Process, and iii) Decision-Making Appraisal Phase.
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Figure 3. Hierarchical decision-making structure for UAS deployment in US Navy operations: three stages approach.
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The Preparation Phase (Stage 1) involved framing research queries and gathering pertinent data on
parameters such as 3D distance, signal intensity, interference levels, Radar Cross-Section (RCS), and jamming
immunity; proven critical, this phase rated the X-47B UCAS’s operational efficacy ranked on the USS George H.W.
Bush (CVN-77) (Committee Air Force, 2014), including key activities such as catapult launch, recovery, emerging
kinetic control techniques for hull feedback (Smith, N. et al., 2011), and wingtip folding, at peak performance with
Computational Fluid Dynamics (CFD) and surrogate-based optimization (SBO), as evidenced in aerodynamic
impacts and mechanical reliability (Wang, R. et al., 2022).

The Weighting Calculation Process (Stage 2) applied Geographic Information System (GIS) data and Multi-
Criteria Decision Analysis (MCDA) to meticulously determine the relative significance of factors influencing the X-
47B'’s operational effectiveness: accordingly, this MCDA method involved assigning exact weights to each input
raster layer and summing each criterion, as statistically validated, to produce coherent and consistent output
rasters.

As aresult, the designated weights for the input layers were rated as follows: Hopping (1), Damage (1), Path
Loss (2), Velocity (3), 3D Distance (4), No Savitsky-Golay Section 4 Unfiltered (5), and Savitsky Filter Applied (6).
Each criterion was rigorously prepared and assigned its specific weight within the weighted sum tool in the ESRI®
environment, ensuring exceptional levels of consistency and accuracy.

Within the scope of kernel trajectory analysis, the criterion with the Savitsky filter applied shows a subtle but
significant influence, owing to its nuanced impact on the comprehensive analytical framework.

The Decision-Making Appraisal Phase (Stage 3) employed the Cramer-Rao Lower Bound (CRLB) and
exponential smoothing to improve the accuracy and reliability of radar spatial data in detection probability (Yuan,
C. etal, 2024). Defuzzification and consistent monitoring ensure data readiness and accuracy.

Steadily within this assessment framework, the iterated series of trajectories achieved high consistency, and
unbiased estimators verified all criteria layers making comparisons with the 3D spatial representation of radar data
visualising signal variations at critical points, refining error bounds through CRLB and exponential smoothing,
random variability and enhanced measurement clarity in elevation angles, azimuth, and signal strength.

1.b. A three-stage preliminary context: objective from the Literature Review emerged

Making comparisons for predictive modelling during peacetime (Stone, P., 2022), Situational Awareness for ground
systems, has incorporated laser-scanned data, InSAR, and rigorous GIS procedures for archaeological-historical site
mapping (Bozzano, M. et al,, 2024; Chetverikov, B., Hlotov, V., et al,, 2024), also analyzing decibel Path Loss signals
and morphological attributes extracted from the 10-meter resolution Digital Elevation Model (Tarquini, S. et al.,
2017), vegetation health, and subsidence.

Contradicting the assumption that advanced technological systems are universally applicable for heritage site
protection, the high cost and complexity of these advanced systems may limit their practical application in many
heritage sites, particularly those in resource-limited settings. The adaptation of military-grade technology to civilian
contexts may require significant modifications, introducing new vulnerabilities or operational challenges.

As evidenced by the archaeological zoning of Fire trenches in Biikk National Park (Hungary), the
demonstration of advanced geospatial techniques indicates significant potential, albeit their practical
implementation for EW protection remains uncertain (Juhasz et al., 2016).

Notably, a noticeable trend has emerged in terms of countermeasure effectiveness, which is vital for sensor
systems detecting real-time variable factors, as implied by Wu et al. (2024) and Zhang et al. (2022) by the same
token for these anomalies, considered peacetime disruptors.

Lastly, and ancillary to the MCDA three-stage scope, the featuring of a 3D Active Electronically Scanned Array
(AESA) subject to Electronic Attack (EA), e.g. frequency hopping and jamming resistance, has included
morphological data operated by the Saab Giraffe 4A Radar System; the evaluation, albeit limited due to the focus on
overall avionics trends and computational tests for Selinunte area park and designated as iterative research by the
Department, employs multiple MCDA techniques to optimize the system.

1.b.1. Stage 1: overcoming static weighting assumptions in military operations

While these methodologies aim to enhance protection against EW threats, their alignment with the practical needs
and resources of heritage site management remains a critical consideration.

In reverse, unlike the narrow focus of UCAVs, the UCAS system exemplifies a broader, more integrated network.
By combining combat vehicles with advanced command and communication systems, UCAS offers a more
comprehensive and adaptable operational framework.

The Weighting Calculation Process, integrating GIS in MCDA, aimed to enhance the X-47B’s operational
effectiveness but introduced rigidity by overlooking the dynamic nature of real-world environments. This
inflexibility could lead to suboptimal decisions, as the process assumes weights remain constant under all
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conditions. To counter this, the Savitsky-Golay filter was incorporated, providing a more flexible, adaptive approach
to weighting (Selver, M. et al., 2018).

1.b.I.a Range estimation refinement in MCDA key criteria framework

To better contextualize the three-stage decision-making pipeline, integrating Command & Control airworthiness
data from the electronic Consolidated Automated Support System (eCASS) highlights the necessity of incorporating
the technological behaviour of AESA radar. By integrating the eCASS protocol, the Systems-Theoretic Process
Analysis (STPA) aids in identifying potential hazards and mitigating risks in correspondence with the critical points.

The MCDA framework synergizes with STPA actions to detect critical points for UCAS operations, ensuring
safety and reliability by analyzing potential failures and dangerous interactions. As visualized in Figure 4, key
elements from the framework provide sequentially a detailed model of the control structure:
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Figure 4. Applying MCDA methodologies to identify Key Criteria: eCASS and STPA.

The first stage involves Command & Control, which ensures that UCAS operations are effectively managed and
coordinated. This includes Predictive Analysis & Critical Technologies, where data-driven insights and advanced
technologies are used to anticipate and address potential issues. Knowledge Management encompasses
Guidance/Navigation/Control, ensuring that all relevant information is accurately disseminated and utilized for
optimal decision-making.

In the second stage, UCAS Automation for Heritage Modeling Airworthiness is crucial for maintaining
operational safety and compliance with regulatory standards. This phase also includes Request Landing procedures,
where automation can be overridden for forced landings if necessary. Flight Tester operations focus on Approach
& Landing Performance, ensuring that UCAS lands safely under various conditions.

The third stage addresses the final clearance and notifications. Clearance to Land involves assessing surface
wind conditions to ensure safe landing operations. Notification of Impending Autonomous Actions ensures that all
relevant parties are aware of the UCAS’s autonomous operations and any potential changes.

Throughout these phases, aggregate results from GIS/EW Modeling provide essential data and insights that
inform and enhance the overall decision-making process.

1.b.IL. Stage 2: research question aimed at the integration of input variables

To trigger the Weighting Calculation Process, a qualitative selection of appropriate technologies required careful
consideration addressing the question: “How can multi-criteria decision analysis (MCDA) techniques can be
translated in terms of mathematical information in terms of EW countermeasures for protecting cultural heritage
sites?”.

Subsequently, albeit not incorporated within the computational matrixes, as technologically incorporated in
the UCAS system, the AESA radar participates in resource allocation via digital transmit/receive (T/R) modules with
360° scan coverage and data handling pipelines (Park, ]. et al., 2021).

Visually, the sophisticated Digital Signal Processing (DSP) algorithms, including Fast Fourier Transform (FFT)
and adaptive filtering, support the seamless operation of the UAS/UCAS in complex and contested environments,
simultaneously, as clarified in Figure 5, with the highest rates of information processing; this underscores the clear
need for scalable models.

Correspondingly, the Decision-Making Appraisal Phase aided the robustness of these systems in real-time
data fusion and adaptive responses critically assessed by assigning input variables following the Consolidated
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Automated Support System (eCASS) the Systems-Theoretic Process Analysis (STPA) by Rising, ]., and Leveson N.
(2018); in comparison, the Saab Giraffe 4A was noted for its ability to detect UCAS threats, notwithstanding limited
to a specific frequency band.
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Figure 5. Conceptual framework Architecture of AESA. Inputs and Outputs.

1.b.IL.a. Research question aimed at the integration of input variables

To benchmark this initial set, the review evaluated the effectiveness of various MCDA methods, embracing
theoretical models by Zhang, and enhancing the Saab Giraffe 4A Radar System’s performance in safeguarding
cultural heritage sites from EW threats. Key features (A) include the Giraffe Radar System’s feature matrix g;,
representing specific capabilities or performance measures of the designated UCAS trajectory.

911 912 Y13 G14 Y15 (A). The matrix of input variables is organized column-wise from left to
G = |921 922 923 G24 25 right and includes: i) 3D AESA Technology; ii) Frequency Hopping; iii)
931 932 933 Y34 I35 Advanced Algorithms; iv) Signal Processing and v) Interference Mitigation.

i) 3D AESA Technology (g11) which provides enhanced detection and tracking of multiple targets with high
accuracy and resolution exemplified by the following Volume integral:
Xy (V2 (22 (0%f | 0%f  0%f
g1 = fx12 fylz le (m + 07 + E) dx dy dz; (A.a)
ii) Frequency Hopping (g12) which utilizes rapid changes in frequency to avoid detection and interception
by adversarial jamming systems: g,, = Y-, f;(t) - hop (¢;) ; (A.b)

iii)  Advanced algorithms (g13) which incorporates algorithms to detect and counteract various forms of

electronic interference: g3 = FFT (% fOTx (t)e‘jZ”ftdt) ; (A.€)
iv) Signal processing (g14) which uses robust signal processing techniques to filter out noise and maintain
N (s)

clear communication channels: g;, = H(s) = o (A.d)

V) Interference Mitigation (g45) which actively identifies and mitigates interference from both intentional

. . . 1
jammers and environmental noise: g;5 = max (]—"") ; (A.€e)
k

1.b.III. Stage 3: Counter-Measure robust estimation

The adaptiveness of EW operations in estimating target range using Fast Fourier Transform (FFT) is considered in
fault models (Zou, Y. et al., 2024). For each FID, the ground system computes variables from raw data, detailing the
signal, including noise and transient spikes within the first UCAS sector, at a frequency of 0.18 GHz, ranging within
6.82 + 5.84.

Complementary to this, noise figure (NF) further layers of Counter-Measures, e.g., Man-in-The-Middle (MITM)
and Denial-of-Service (DoS) (Liang, X., 2017) at the expenses of [oT-based battlefield units (Kovschavov, A. A., 2019),
adopt transversely range estimation calculation (Ling, Q. et al., 2023) and noise level in the receiver.
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Equation B also confirms the received signal S; at frequency f:-

2 .
Si(f) = Aray (Z)exp (- nf7) exp (—j 2r f,%%); Equation B (Ling, Q. etal, 2023).
To calculate the range R; to the target, with c, speed of light and ¢;, the time delayed of the received signal, as
shown in Equation C:
R; = “; Equation C (Ling, Q. etal, 2023).

To establish the upper and lower bounds of the range estimation, we evaluate the components 6.82 and 5.84,
derived from the frequency bandwidth and other system parameters, as evidenced in Equation C.a and C.b:

c-(6.82 + 5.84) ¢ -(6.82— 5.84)

2

=1.899 x 10° m; Ripwer = =1.47 x 108 m

Equations C.a, C.b.

Rupper =

In accordance with the previous equations, we calculate the SINR, as a measure of signal quality, tailored to
two Weighted versions: i) W. Signal Strength, as Strength of the received signal and ii) W. Noise Level, as Level of
noise in the received signal, as outlined in Equation D:

(Weighted Signal Strenght)?
(Weighted Signal Strenght)2+2 x (Weighted Noise Level)? ;

SINRyyeighted = Equation D.

To reinforce this monitoring aspect, we assume a robust and effective Fisher information, as presented in
Equation E, to realistically accommodate our set of observation, and accommodate: R (range), 8., (elevation angle),
84zi (azimuth angle), A (amplitude) and N (noise); subscripts in the elements, suchas I g, Iy, ,,,» @ relationship of

covariance between the parameters is expressed:

2-SNR -B - T2
R = 2 a
Ig 1R,9el IRﬂazi Ipa  Ipn ¢ )
Ieele Ieel Ieelveazi 1931,14 1931,1\/ 2 - SNR
1(6) = IeazirR Igazi-gel Ieazi Ieazi'A Ieazi.N ) 4= c? b)
Lr loge, lae, I I
N,R NOe IN 6y, Na N NF = 1010g< ) dB
out C)
Equation E. Fisher Matrix. Equations E. a) b) c).

1.c.l. Scrutinizing eCASS: Key Factors in UCAS Performance

As indicated for the component 3D AESA Technology (g11), issues related to incorrect maintenance and aggregate
results are critical. Contrasting to this incoherent raw data intercepted highlighted in Figure 6, we consider the
disaggregation from the smoothing process targeting the first sector (Sector 1_V, highlighted in light green) utilizing
Savitsky-Golay filtering, HRBFN_Output, and MP Output, spanning within the interval 6.82 + 5.84.
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Figure 6. Detailed sector-by-sector monitoring of Savitzky-Golay Filter
Performance Across All X-47B UCAS Sectors.
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By the same token, the efficacy of the HRBFN (Heterogeneous Radial Basis Function Network), is highlighted,
embracing a neural network model optimized for nonlinear function approximation and large dataset processing,
integrating GHz frequency data, FID (Feature Importance Determination), and damage intensity metrics to deliver
a comprehensive assessment of EW impacts on X-47B operations. On the other hand, the MP (Matching Pursuit)
algorithm facilitates sparse signal representation, enhancing the robustness of data analysis in complex operational
environments.

Nonetheless, this early critical assessment reveals potential pitfalls; in instance, the accuracy of the HRBFN
model in real-time scenarios is crucial as we consider that the integration of GHz frequency data with FID and
damage intensity metrics, while comprehensive, may encounter challenges related to data synchronization and
processing speed.

Additionally, the MP algorithm’s performance in sparse signal representation should be evaluated for potential
limitations in handling high-noise environments and rapidly changing signal dynamics.

As evidenced in Figure 7, the comparative monitoring underscores the Savitsky Golay filter’s capability to
maintain signal integrity and operational reliability within sector 1 of the X-47B (EW features selection highlighted
inlight green) f(t) = f. + ks - m(t) (Proakis, J. and Salehi, M., 2007):

Values

900 1000 1100 1200 1300 1400 1500

Figure 7. Savitsky Golay enhanced for Sector 1.
2. Materials and Methods

The materials derive from the corresponding manuals in terms of data, progressively simulated using advanced
Python modelling modules such as NumPy, SciPy, Matplotlib, SimPy, PyDSTool, and TensorFlow, thus, selected for
their capabilities in handling complex numerical operations, scientific computing, data visualization, discrete-event
simulation, dynamical systems analysis, and machine learning, respectively including 3D active electronically
scanned array (AESA), frequency hopping and section radar (Sijabat, P. et al., 2021), and sophisticated jamming
resistance whose datasets are compatible with AHP-related models (Alharasees, O. et al., 2024, Chang, Da-Yong,
1996).

In the last instance, the computation allowed limited space for a Proximal Policy Optimization (PPO) algorithm
(Ran, W. Etal,, 2023) backed up by AESA thermal factors; this vision algorithms X-47B variables’ allocation (Kong,
X.etal, 2023, Belal A. et al., 2019) is benchmarked according to FID critical points across Path Loss GIS information
in Selinunte area park, retrieved from previous departmental research (Polverino, S., 2024), thus strengthening its
standing and authority internationally as an Institutional Chamber of Architects. This positions the department to
play an active role in the transformation and defence of the historical Italian landscape in cooperation with the
defence industry.

2.a. eCASS decision matrix

Fuzzy AHP handles distinctively uncertainty using fuzzy pairwise comparison matrices (Chen, Chen-Tung et al.,
2006), computing fuzzy synthetic extent values, defuzzifying, normalizing weights, and calculating scores (Zadeh,
A., 1965). BWM focuses on the most and least important criteria applied in stochastic MCDA models (Mohammadi,
M. et al,, 2020), solving an optimization problem to calculate composite scores. ELECTRE compares alternatives by
constructing a decision matrix, assigning weights, calculating concordance and discordance indices, and ranking
alternatives.
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ANP extends AHP by considering interdependencies (Taherdoost, H. et al., 2023), forming and normalizing a
supermatrix, and deriving composite scores from the limit supermatrix. Data for criteria like 3D Distance,
Frequency Hopping (2-4 GHz), Signal Strength (40-100 dB), Interference Level (0-50 dB), Radar Cross-Section
(0.01-10 m?), and Jamming Resistance (0-1) were normalized and analyzed using these MCDA methods. For
example, a scenario with values D = 3090.88 meters, F = 3.0976 GHz, S = 85.92 dB, I = 16.68 dB, RCS = 3.73 m?, and
JR =0.2244 yielded a composite damage score of 0.6683 using AHP.

3. Results overview of proposed frameworks

The tracking strategy proposed by Kennedy (2020, 2023) incorporates noise patterns also identified by Zhang et al.
(2022), raw data, and Savitzky-Golay filtered values, enhanced in Figure 8. Specifically, statistical considerations
from the resulting radar cross-section (RCS) data are statistically illustrated in Figure 9: most deviations are close
to zero, with a minimum deviation of -7.21 m? and a maximum of 6.14 m?; in response, these preliminary results
demonstrate that the Savitzky-Golay filter effectively smooths the original RCS data, preserving the primary
structure while reducing noise.

S

— Original RCS (1

== Savitsky-Golay Filtered ACS {r

SECTOR 2

SECTOR 3 SECTOR 4

180°
Figure 8. Radar Cross-Section. From a full 360-degree view, roughly a 1/4 section radar plot.
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Figure 9. Mean deviation of -0.88 m? and a standard deviation of 3.03 m?.

By evaluating the Radar Cross-Section (RCS) values for each measurement and analyzing the performance of
three radar systems (FID 896, FID 966, FID 1056), the goal was to select the best radar system trajectory. This
punctual assessment, based on the doctrine of critical points, involved detailed comparisons of 3D Distance,
Frequency Hopping, Interference, RCS and Signal Strength, expressed in Table 1, ultimately determining the most
suitable radar system for preserving the integrity of heritage sites against EW threats, concluding with a Technique
for Order Preference by Similarity to Ideal Solution’ (TOPSIS) evaluation, applied to select, sort, classify or label
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alternatives for sorties (De Souza, L. et al., 2018 ) to determine oppositional aspects of the methods as indicated in
Table 2:

Table 1. Sampled extracted information from the X-47B telemetry via Haversine formula, including critical points.

Critical 3D Frequency Signal Strength Interference

Point distance [mt] Hopping [GHz] (S) [dB] (1) [dB] RCS [m2] JR
FID 896 3090.88 3.0976 85.92 16.68 3.73 0.2244
FID 966 4120.56 2.8765 75.34 12.45 4.12 0.3345
FID 1056 2950.34 3.1234 88.45 20.56 2.56 0.1234

Table 2. Dichotomous overview of methods including: AHP, ANP, TFN, BWM, ELECTRE, and TOPSIS.

3D Frequency Signal Strength Interference

Method distance [mt] Hopping [GHz] (S) [dB] (1) [dB] RCS [m2] JR
AHP Y Y Y N N N
ANP Y Y Y Y Y Y
TFN Y Y Y N N N
BWM Y Y Y N N N
ELECTRE Y Y Y Y Y Y
TOPSIS Y Y Y Y Y Y

3.a. Results from the Multi-MCDA evaluation

AHP methodology initiated the research so that for each criterion (C1- 3D Distance, C2 - Frequency Hopping, C3 -
Signal Strength), pairwise comparisons of the alternatives (FID 896, FID 966, FID 1056) are conducted to form
comparison matrices, which were then used to derive the priority vectors for evaluating the relative importance of
each alternative with respect to the given criteria as exhibited from Equations 1-6:

Ac

1 3 05 ; Cl : Amax -n :
_ [0.33 1 025] Equation 1. CR = Tk Equation 2. (] = V1 Equation. 3.

2 4 1

Acy . Acz . Acs .

1 075 11 iunation 1 1.1  0.95 i&:quation 1 085 1.2 iEquation

= [1.33 1 15 4. =1091 1 087 5. =118 1 135 6.
091 0.67 1 1.05 115 1 083 074 1

In matrix form, this can be represented as: S = W, - [W¢; W, W3] is the vector of overall scores for the
alternatives whereby W¢; is the weight of criterion Cj, as proved in Equations 7-10.

We . W1 . Wiz . Was .
0.553 ; Equation 0.31 ;  Equation 0.34] ; Equation 0.28] ; Equation
= [0.189] 7. = [0.43 8. = O.32] 9. = 0.39] 10.
0.258 0.26 0.34 0.33

The best overall score S(4; = X7, w; - W;ji for alternative A: is calculated as 0.3892 (FID 966) while S(A41)

(FID 895) and S(A43) (FID 1056) are separately 0.3293 and 0.2815.

A second method, ANP, initially involves structuring the decision problem as a network of clusters refined
through a pairwise comparison (Equation 11): for each pairwise matrix, the priority vector is solved through the
normalization of each eigenvector (Equation 12); given the priority weights from 4,,,,, each comprises elements
that are interrelated, for instance, in evaluating radar systems (A1, Az, As) based on criteria such as 3D Distance (C1
), Frequency Hopping (C2), and Signal Strength (C3), the organization is subdivided into two clusters: Criteria and
Alternatives, as substantiated by Equations 11-13:

A w
g W,
le 312 ain ; Equation A ;  Equation EI//H %12 Wlm ;  Equation
=" T2 T, = AW 12. n Moz Tam g3,
an1 QApz 7 Ann Wml sz eee Wmm

Within each cluster and between clusters, pairwise comparisons are gauged to hold relative importance: these
comparisons are quantified using a ratio scale, typically ranging from 1 (equal importance) to 9 (extreme
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importance); the resulting pairwise comparison matrices A are structured such that each element a;jrepresents the
relative importance of element i over element j as for pairwise comparison matrix enhanced within the criteria
cluster (Equations 14-16), i.e. for 3D distance (C1), Aa1, Frequency Hopping (C2), Aaz, Signal Strength (C3), Aas:

%1 3 o5 A 1 075 11 Az 1 11 095
_ [0.33 1 025 ;  Equation 14. _ [1.33 1 1.5] ;  Equation 15. _ [0.91 1 0.87] ;  Equation 16.
2 4 1. 091 067 1 1.05 1.15 1

By normalizing W, to obtain the priority weights for the criteria (corroborated in Equation 18), similarly,
priority vectors from Ay W = A,,4, W, for the alternative matrices are computed (proven in Equations 17-21).

Ays : 0.553 ] Wai Wiz Waq
1 085 1.2 E uation W = 0.189 ; Equation 0.31 0.34 0.28
=[t18 1 135 1‘71 N it 18. = l043la) =l032|p) =l039]0)
083 074 1 : : 0.26 0.34 0.33
w Wee i Wea i
w W, . Equation 19 0.553 0.189 0.258 ; Equation 0.31 043 0.26 ;  Equation
= W“ WCA] B " =1l0.189 0.189 0.258| 20. = 1034 032 034| 21.
ac aa 0.258 0.189 0.258 028 0.39 0.33

The last step regarded the extraction of the weights for the alternatives from the limit supermatrix W,, =
lim W* beforehand the conclusion with priority weights w,, = [0.35 0.33 0.32]. ANP method suggests that FID

k—oo
896 (0.35) is the most preferred alternative, 966 (0.33) is the second preferred alternative while 1056 (0.32) is the
least preferred alternative.

A third following method, fuzzy comparison matrices, uses linguistic terms converted (Zadeh, A. (1994) to
triangular fuzzy numbers (TFN) A = (I, m, u) (Sun, C., 2010) and ranked FID 896 (0.6683), FID 966 (0.6431), FID
1056 (0.6665), as substantiated in Equations 22-24 and framed in Table 3:

Si
— Wl
_ <Zn: d--) . < c i a“> ; Equation22. 4= l-l-mT-Fu ; Equation 23. _ 4
ij 3] ?=1Ai

; Equation 24.

j=1 i=1j=1

Table 3. Composite Damage Score = (w; + N;) + (W, - Np) + -+ (w, - Np).

Criteria D F S I RCS JR
D (1,1,1) (1/3,1/2,1) (1/2,1,3/2) (1/2,1,3/2) (1/3,1/2,1) (1,2,3)
F (1,2,3) (1,1,1) (1/2,1,3/2) (1/3,1/2,1) (1/2,1,3/2) (1,2,3)
S (2/3,1,3/2) (2/3,1,3/2) (1,1,1) (1/3,1/2,1) (1/2,1,3/2) (1,2,3)
| (2/3,1,3/2) (1,2,3) (1,2,3) (1,1,1) (1/3,1/2,1) (1,2,3)
RCS (1,2,3) (2/3,1,3/2) (2/3,1,3/2) (1,2,3) (1,1,1) (1,2,3)
JR (1/3,1/2,1) (1/3,1/2,1) (1/3,1/2,1) (1/3,1/2,1) (1/3,1/2,1) (1,1,1)

A fourth evaluation , based on Best-Worst Method (BWM), was likewise applied to evaluate the effectiveness
of the EW system for three different scenarios: FID 896, FID 966, and FID 1056 as set of n criteria for the maximum
absolute difference to be minimized (established in Equation 25) subject to weight of the best, and then worst,
criterion (outlined in Equation 25) ; ensuring that the weights are normalized with a total distribution among all
criteria equal to 1 (or 100%) (as confirmed in Equation 26) and non-negatives (Equation 27) hence guaranteeing
validity and consistency:

n

Ifnml/?g ; quusation lwg — agj - w,-| < fV]_ ; Equation ij w;>0Vi ; Equation27.
8 . |wj — ajw - wy| < &Vj 26. 1:11

From the current literature, the method involves determining the most and least important criteria and then
comparing these criteria against all others; for this analysis, the criteria considered were 3D Distance (C1),
Frequency Hopping (C2), and Signal Strength (C3); the 3D Distance (C1) was identified as the most important
criterion, and Signal Strength (C3) as the least important.

The pairwise comparison vectors were established: the Best-to-Others vector (BO) with values, as1 = 1, ag2=
4, agz = 4, and ass3 = 6, and the Others-to-Worst vector (OW) with values aiw = 6, azw = 3, and asw = 1. These vectors
formed the basis of the optimization problem to determine the weights for each criterion (w1 for C1, w2 for C2, and
ws for C3).
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After solving the optimization problem, the weights obtained were w1 = 0.5, w2 = 0.3, and w3 = 0.2. The
normalized values for each criterion were multiplied by their respective weights and summed to obtain the overall
score N1 (0.4773), Nz (0.7744) and N3 (0.8592); furthermore, these weights were then used to calculate the
composite damage scores for each FID: 896 (0.6187), 966 (0.5899), 1056 (0.6441).

A fifth method named ELECTRE, (ELimination Et Choix Traduisant la REalité), is applied to evaluate the
effectiveness of the EW system for FID 896, FID 966, and FID 1056 based on criteria such as 3D Distance (C1),
Frequency Hopping (C2), and Signal Strength (C3). First, the decision matrix 4 is constructed with constructed values
(seen in Equation 28), and afterwards normalized (also shown in Equation 29) resulting in: w1, w2 and ws,
respectively 0.3, 0.25 and 0.45:

3090.88 3.0976 85.92 . Equation 0.7501 0.9917 0.9714
A= 14120.56 2.8765 75.34 ’28 1 Anorm = | 1.000 0.9209 0.8518 ; Equation 29.
2950.34 3.1234 88.45 ’ 0.7161 1.0000 1.0000

The concordance matrix C, indicating the degree to which one alternative is at least as good as another, is
computed using Cijwhere Sijis the set of criteria where alternative i is better than or equal to alternative j.

Concordance Matrix (C = 0.55), which shows the degree to which one alternative is at least as good as another,
the Discordance Matrix (D = 0.0548), which highlights the degree to which one alternative is strictly worse than
another, and the Outranking Matrix, which integrates the concordance and discordance relationships to rank the
alternatives, ultimately indicating that FID 896 is the most preferred alternative, followed by FID 966 and FID 1056
as presented in Equations 30 and 31:

0.2250 0.2479 0.4371 Yikes;; Wi
Aweightea = [0.3000 0.2302 0.3833( ; Equation 30. Cij=n# ; Equation 31.
0.2148 0.2500 0.4500 Yk=1Wk

3.b. TOPSIS ranking of effectiveness

In the last instance, the Technique for Order Preference by Similarity to Ideal Solution (TOPSIS) was considered:
the decision matrix included criteria such as 3D Distance (C_1), Frequency Hopping (C_2), Signal Strength (C_3),
Interference Level (C_4), RCS (C_5), Jamming Resistance (C_6), and Number of Frequency Hopping (C_7).

By normalizing the decision matrix and applying equal weights to each criterion, we determined the ideal and
negative-ideal solutions. Calculating the separation measures and relative closeness to the ideal solution, we found
that FID 966 (A_2) ranked highest, followed by FID 1056 (A_3), and finally FID 896 (A_1). This ranking reflects the
effectiveness of each radar system across all evaluated criteria, as evidenced in the following Table 4, quantitatively
allocated in Equation 32 and gradually computed from Equations 33 to 41:

Table 4. TOPSIS criteria and outcomes.

Criteria FID 896 FID 966 FID 1056
3D Distance (m) 3090.88 4120.56 2950.34
Frequency Hopping (GHz) 3.0976 2.8765 3.1234
Signal Strength (dB) 85.92 75.34 88.45
Interference Level (dB) 16.68 12.45 20.56
RCS (m?) 3.73 412 2.56
Jamming Resistance (unitless) 0.2244 0.3345 0.1234
Number of Frequency Hopping 1000 1500 2000

3090.88 3.0976 8592 16.68 3.73 0.2244 1000
D = 14120.56 2.8765 75.34 1245 4.12 0.3345 1500
2950.34 3.1234 88.45 20.56 2.56 0.1234 2000

Equation 32. Decision Matrix.
C; = +/3090.882 + 4120.562 + 2950.342 = \/9554450.57 + 16988094.31 + 8704504.11 = V35247049

— 5936.61
Equation 33 3D Distance (C1).
309088 _ o _412056_ . 295034 .
"1 7593661 04 1 T 503661 00 9 31 T 503661
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Equation 34. Normalized values for C1.

R = 10.6942 0.5250 0.5248 0.4192 0.6112 0.7693 0.5367

0.4970 0.5693 0.6166 0.6916 0.3797 0.2838 0.7156

0.5205 0.5651 0.5981 0.5612 0.5530 0.5156 0.3578]

Equation 35. Normalized Decision Matrix R.

0.0992 0.0750 0.0749 0.0599 0.0873 0.1099 0.0767

|0.0744 0.0807 0.0854 0.0802 0.0790 0.0737 0.0511]
V=
0.0710 0.0813 0.0881 0.0988 0.0542 0.0406 0.1022

Equation 36. Assumed equal weights for simplicity: w = %z 0.1429.

vt = (max vi]-) = (0.0992, 0.0813, 0.0881, 0.0988, 0.0873, 0.1099, 0.1022)
V- = (min vl-]-) = (0.0710, 0.0750, 0.0749, 0.0599, 0.0542, 0.0406, 0.0511)

Equation 37. Ideal and Negative-Ideal Solutions.

s* = /(0.0744 — 0.0992)2 + (0.0807 — 0.0813)% + --- + (0.0511 — 0.1022)2 = 0.0707
s~ = /(0.0744 — 0.0710)% + (0.0807 — 0.0750)% + --- + (0.0511 — 0.0511)% = 0.0252

Equation 38. Separation Measures.

oo ST 0.0252
LTSS +57 7 0.0707 +0.0252

=0.2625

Equation 39. Relative Closeness to the Ideal Solution & Ranking the Alternatives (.

co ST _ 0.0531
27 Sy+S; 01022+ 0.0531

= 0.3424

Equation. 40. Relative Closeness to the Ideal Solution & Ranking the Alternatives ().

S5 0.0734
C ST +S; 01421+ 0.0734

Equation 41. Relative Closeness to the Ideal Solution & Ranking the Alternatives (.

C; = 0.340'

3.c. TOPSIS’ considerations from scaled factors

This TOPSIS refinement indicated that FID 966 (Alternative Az) is the most preferred radar system, value 0.3424)
followed closely by FID 1056, value 0.3407, (Alternative As), and lastly FID 896, value 0.2625, (Alternative A1): this

ranking reflects the relative closeness of each alternative to the ideal solution, effectively capturing the performance
across all evaluated criteria as specified in Table 5:

Table 5. Benchmarking of critical points in the designated ground deterrence system.

Critical 3D Frequency Signal
Point distance Hopping Strength Interference RCS JR g1 g1z g3 'm Jis
[FID] [mt] [MHz] (S) [dB] () [dB] [m2] [dB/m?] [mt] [MHz] [dB] [null] [dB/m?]
896 3090.88 30976 85.92 16.68 3.73 0.2244  309.088 30976 0.8592 0.191 4.472
966 4120.56 28765 75.34 12.45 412 0.3345  412.056 28765 0.7534 0.164 3.022

1056 2950.34 31234 88.45 20.56 2.56 0.1234 295.034 31234 0.8845 0.229 8.031
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To thoroughly evaluate the Radar System’s performance of the ground EW truck, five AESA-based
measurements have been calculated accordingly to (A) set of Equations sorting out the X-47B scratches of
information (referring to Table 1): g4, the 3D distance scaled by a factor, measured in meters (mt). For FID 896,
966, and 1056, the values are 309.088 mt, 412.056 mt, and 295.034 mt, respectively.

Correspondingly, these distances highlight the spatial dimensions critical for radar operations, yet the scaling
factor used is arbitrary and may require further justification in future activities of the department; g4, ,
representing frequency hopping, with values 30976 MHz for FID 896, 28765 MHz for FID 966, and 31234 MHz for
FID 1056. This indicates the system’s ability to switch frequencies rapidly, enhancing jamming resistance.
Nonetheless, the assumption that the hopping function is consistent and in future, the research may oversimplify
real-world scenarios; g13 , as parameter scales for the signal strength, with values are 0.8592 dB, 0.7534 dB, and
0.8845 dB for FID 896, 966, and 1056, respectively.

At this point, the scaling factor (0.01) should be critically assessed for relevance and accuracy; g14, as the
dimensionless parameter, more clearly, the ratio of interference to signal strength plus one.

The values, 0.191, 0.164, and 0.229 for FID 896, 966, and 1056, respectively, assume that this ratio assesses
the impact of interference relative to signal strength, highlighting the radar system’s resilience.

The formula used is straightforward but may need refinement to account for more complex interference
dynamics with a comparative quality scale of satisfaction; g5, representing the ratio of interference to radar cross-
section: for FID 896, 966, and 1056, the values are 4.472 dB/m?, 3.022 dB/m?, and 8.031 dB/m?, respectively. This
metric underscores the effectiveness of interference mitigation relative to the target’s radar cross-section, though
the linear relationship assumed might not capture nonlinear interactions in actual conditions; JR , indicating the
effectiveness of jamming relative to the radar cross-section. Notwithstanding, the precise JR values highlight the
relative jamming effectiveness but need to be contextualized within the operational environment for a holistic
assessment as further explained.

3.d.I. Telemetry data and ECM results

The weighted sum integrates factors for three critical points into a single output, balancing and reflecting each
factor’s relative importance across the truck position, shown as Alpha starting from Figure 10 and the X-47B
trajectory, which heads west before turning back east. Initially, these sensed UCAS data were abstracted as part of
the Change of Loss during training and paired with the Change of Reward (Ran, W. et al, 2023) for aerial
optimization (Pan, Nan, M., 2021). This process was benchmarked in terms of velocity updates and determined Final
Global Best Position (*) and Final Global Best Score (**) here quantitively listed in Table 6 and henceforth visualized
in GIS mapping, from Figure 10 to Figure 16.

Table 6. FIDs and intermediate thresholds: Temperature (Kelvin).

FID UCAS Temperature Sensed Number of Iterations Target Algorithm (PSO)

FID 896 288.15 84.550283

-8.56112687 x 10 -12*

437.55 84.5506
8.39323714x10 -27*
FID 966 513.15 84.551050
1.95376808 x 10 -10*
480.28 102.00

1.9565764 x10 -23*

FID 1056 420.00 84.55104976
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Figure 10. Path Loss Measurement Accuracy at 99.43 %, illustrating signal attenuation over varying distances.

Figure 11. Path Loss Measurement Accuracy at 99.76 %,

emphasizing changes in velocity during trajectory turns.

Frequency Hopping Effectiveness at 99.89

showcasing the adaptive frequency agility.

%1

Figure 12

Figure 13. Critical UCAS Telemetry Data Analysis at 99,94 %.

Figure 14. 3d Distance accuracy at 90.07 %.

Figure 15. RCS 99,17 % and Savitzky-

Golay 99,67 %.
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Equations 42.
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Figure 16. Weighted Sum 99.42% (Saaty T., 1988) emphasizes the significance of the PP for 7 drivers in
Equations 42.

The weighted sum process involved multiplying each input raster layer by its corresponding weight and
summing the results to produce an output raster: i) Hopping (Weight: 1); ii) Damage (Weight: 1); iii) Path Loss
(Weight: 2); Velocity (Weight: 3); 3D Distance (Weight: 4); No Savitsky-Golay Section 4 Unfiltered (Weight: 5);
Savitsky Filter Applied (Weight: 6).

Each criterion was carefully prepared and assigned its respective weight in the weighted sum tool within
ESRI® suite. Also ensuring all raster layers were in the same coordinate system with matching cell sizes and extents
is crucial for maintaining consistency and accuracy.

For kernel trajectory analysis X-47B, the Savitsky filter applied criterion holds a weak significant influence due
to its refined impact on the analysis, as confirmed in Figure 17:

Frequency Hopping (GHz) vs. FID {Frame 1D}
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Figure 17. Profiling of X-47B damage against FIDs.
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Charting trends and patterns, the profiling of UCAS Damage against Frame Identifiers (FID), we are able
to observe its enhanced the statistical correlation between three frame identifiers and quantified damage

intensity in the following Figure 18:
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Figure 18. Profiling of X-47B damage against FIDs.

To demonstrate the variation in damage intensity as influenced by Path Loss effects across different frames.
In Figure 19, the debriefing of 3D Damage in Electronic Countermeasure (ECM), provides a comprehensive
visualization of damage intensity in relation to frequency hopping and frame identifiers in a three-dimensional

space:
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Figure 19. Path Loss Enhancement of X-47B Damage Signatures.

3.d.IL. Particle Swarm Optimization

Proportionately, another critical aspect of this three-dimensional analysis is the Primary Path (PP) which is
confirmed within the Consolidated Automated Support System (eCASS) for UCAS systems, along with the Systems-
Theoretic Process Analysis (STPA) approach by Rising and Leveson (2018). For each FIDs, seeing 84 iterations, we
adopted the Particle Swarm Optimization (PSO) method algorithm defined by its simplicity and efficiency in
optimizing nonlinear functions, leveraging the social behavior of points aggregations to find optimal solutions
employing the following calculation.

Explaining specifics, to solve its overall behaviour by the collective movement of multiple critical points,
establishing velocity (v;(t)) and position (x;(t)), dynamically updated based on the inertia weight (w), cognitive
coefficient (c;), social coefficient (c,), and random coefficients (r; and r3).
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In our PSO, each potential solution to the optimization problem is represented as a “particle” as confirmed by
authors Kennedy and Eberhart in their seminal 1995 paper so that two additional parameters were accounted: ¢,
and ¢,, cognitive and social, both set to 2.0 as stated in Equation 43(a).

vi(t +1) = vi(t) + ¢y X (pi(t) — (1)) + ¢z X (g(t) — x;(t)) ; Equation 43.
Where x;(t +1) = x;(t) +v;(t +1) ; Equation43.a.
Relative to its v;(t) and x;(t), respectively velocity and position data of particle 7 at iteration t, we present for

our critical points, as listed in Table 7:
Table 7. PSO for critical points.

FID 896 FID 966 FID 1056
v,(0) 0.097 0.687 3.787
x;(t) 905.488 902.197 905.984

w 0.5 0.6 0.7
o 1.5 13 1.1
¢ 15 13 1.1
r1 0.7 0.5 0.6
7, 0.3 0.4 0.2

As evidenced by author Kaveh, Ali. in 2021, we present the results in Table 7, whereby the PSO method involved
resetting a portion of the particles to new, random positions at regular intervals, thus ensuring that the swarm does
not converge prematurely and maintains diversity fas expressed in Equation 44:

vi(t+ 1) = wv(t) + oy (pi (1) — x; (1)) + 12 (g () — x: (1)) + c3r3% ; Equation 44.
A noticeable trend evidenced by Eberhart and Yuhui Shi. (2001), is its impact on the global best position,
specifically of the periodic reset mechanism, 1) and 2(**), allocating the variable c3, contributing to a novel domain-

specific influence in terms of thrust factor also assuming as T /W for engine efficiency, as detailed in Table 8:

Table 8. Temperature values retrieved from the PSO evaluation.

FID 896 FID 966 FID 1056
Temperature 400.0 1550.0 1500.0
pi(t)* 1364.280 1279.257 1500.0
g** 1600.0 1600.0 1600.0

3.d.I11. PSO and Thrust adaptation

To contextualize the analysis of the relationship between entropy and temperature in the provided images, we
expose the thrust-to-weight (T/W) ratio, a critical parameter in evaluating the performance of aircraft engines for
the designated trajectory. This analysis, grounded in the performance characteristics of the Pratt & Whitney F100
jet engine, offers insights into engine efficiency and optimization, as detailed in the provided images and supported
by the referenced paper by Prisacariu and Ciubotaru (2017).

Demonstrating the grounded performance of Pratt & Whitney F100 implemented in the designated UCAS X-
47B, we detail in Figure 20, the supported referenced technical benchmark presented by Prisacariu and Ciubotaru
in 2017 (“Henri Coanda” Air Force Academy of Brasov, Romania), albeit tailoring lowest infrared signatures
consistent with stealth mode at low subsonic speeds (Krivoshchapov, A., 2019) which are appropriate for take-off
along the coastal scenario of Selinunte:



Predictive Routing for Airborne Monitoring of Heritage Areas 113

2500

2000

250 KPa

1500 o e ~
- - —

Temperature (K)

B0 KPa

T ~
1000 e 00 K e
en ST // 170 KPa
/ = ﬁ;]iKl}Fo KPa
/, 150 KPa a
500
4100 KPa

o 200 400 600 800 1000 1200
Entropy (kg K}

Figure 20. Correlation between entropy (//kg-K) and Temperature (K) across pressure levels (KPa).

Specifically, the polyline shows a general trend of increasing temperature with increasing entropy, indicating
that higher entropy states correspond to higher temperatures within the system. This trend is consistent with the
thermodynamic principles outlined by Prisacariu and Ciubotaru.

Accordingly, lower initial temperatures are retrieved from Figure 21, indicating a significant reset to a higher
entropy state, leading unequivocally to a potential increase in energy or efficiency of the specific thrust (Ts); as
continued in Figure 22, the y-axis of the provided graph indicates the fitness values, which range from 0 to 100,
color-coded from purple (low fitness) to red (high fitness), each of them representing the performance metric used
in the Particle Swarm Optimization (PSO) algorithm, with higher values indicating better performance or more
optimal solutions. Each icon is proportional to iteration numbers.
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Figure 21. X-47B temperatures sensed over FIDs.

By the same token, the second image, Figure 22, provides analytical data for three FIDs: 896, 966, and 1056,
(respectively 1364.280 K, 1550 K and 1279.257 K) indicating: i) along the y- axis the fitness values, which range
from 0 to 100 - from purple (low fitness) to red (high fitness) - in increments of 20: each of them represents the
performance metric used in the Particle Swarm Optimization (PSO) algorithm, with higher values indicating better
performance or more optimal solutions.
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Figure 22. PSO optimization with performance values of T/W across different pressure conditions.

Nonetheless, the initial conditions, denoted as FID 896, exhibit certain limitations. The parameters include an
inertia weight w of 0.5, a cognitive coefficient c1 of 1.5, a social coefficient ¢z of 1.5, an initial velocity v; (t) of 0.097,
a personal best position p; of 1364.280, a current position (x; (t)) of 905.488, and a global best position g of 1600.0.
The computed subsequent velocity vi(t) is 0.472. The results match with Reward and Improvement Random Factors
over iteration evaluating results of r:and r, of respectively 0.7 and 0.3.
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The reward across PSOs and over iterations shows significant initial fluctuations but stabilizes as the algorithm
converges towards an optimal solution. The matrix operations update the velocity vector, and the reward values
indicate improvement in the objective function. Initially, these values fluctuate due to dynamic adjustments made
by the PSO algorithm to find better solutions; the reward values progressively decrease, reflecting the convergence
of the PSO algorithm towards the optimal resolution.

Regarding the UAV velocities, for FID 896 the velocity is 50.0 km/h, for FID 966 the velocity is 54.59 km/h, and
for FID 1056 the exit velocity is 53.22 km/h.

3.d.IV. AESA vulnerability: T/R-module in heat transfer disruption

While these PSOs parameters provide a theoretically robust starting point, they may yet require considering the
intrinsic complexity and variability of inherent AESA electronics, as well as the completeness of this methodology
review.

To replicate the power performance graph of a GaN T/R-module front-end at 11 GHz, plotted in Figure 23,
occurred within Loss-Reward Random Factors, the input power range was defined from 0 to 20 dBm and
approximated the corresponding output power, gain, and PAE values using logarithmic functions based on visual
data from the original graph.

The output power was calculated using the function 25 + 20 x log 10 (input power + 1), while
the gain was determined with 5 + 15 x log 10 (input power + 1).

The Power Added Efficiency (PAE) was estimated as 5 +

19 X logqo(input power +1)

nputpower +1 ; in addition, using these

functions, the graph with input power, on the x-axis, and the calculated values for output power, gain, and PAE on
the y-axis have been computed and plotted. The resulting benchmark provided a clear representation of how the
output power, gain, and PAE varied with input power, accurately reflecting the performance characteristics of the
GaN T/R-module in contrast to the jamming.
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Figure 23. GaN T/R module front-end at 11 GHz.

The results in Equation 44 illustrate how the Rayleigh number (Ra) varies with the characteristic length (L) of
the T/R module, providing both a visual and interpretative summary: i) the X-axis represents the characteristic
length in meters, ranging from 2 mm to 10 mm, while ii) the Y-axis denotes the Rayleigh number, a crucial measure
of natural convection in the system. As the characteristic length increases, the Rayleigh number rises exponentially,
indicating that larger T/R modules promote greater natural convection and enhance heat transfer.

gﬁ (Ts - Tinfinite)L3Pr
Ral = 12

; Equation 44.

Assuming typical values: g = 9.81 m/s?, B = 2.1 X 107*K™1, T — Ty pinite = 50 K,L = 0.1 m, Pr = 0.71, and
v = 1.5 X 107°m/s?, the Rayleigh numberis ~ 1.31 x 10°.

In smaller lengths (2-4 mm), the Rayleigh number is low, suggesting that heat transfer is primarily conductive
with minimal natural convection. Conversely, in larger lengths (6-10 mm), the Rayleigh number significantly
increases, demonstrating that natural convection becomes dominant and improves cooling efficiency. This
observation is crucial for designing AESA radar cooling systems, especially when considering electronic
disturbances, e.g. Variable Gain Phase Oscillator (VGPO) and Range Gate Pull-Off (RGPO).

The characteristic parameters impacting the Rayleigh number include gravity (g), thermal expansion
coefficient (f5), temperature difference between the surface and ambient (7s - Tw), characteristic length (L), Prandtl
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number (Pr), and kinematic viscosity (v). The Rayleigh number formula is confirmed by authors Park, J. et al. (2021)
and Gryglewski, D. et al. (2016).

3.d.IV.a. AESA and Jamming Resistance

The calculated value for the Mean Specific Damage (DMS) for the jamming attack (as confirmed in Figure 24) is -
49.38, representing the combined average impact of VGPO and RGPO disturbances on the thermal performance of
the AESA radar. This negative value indicates a significant reduction in cooling efficiency, raising concerns about
the robustness of the current thermal management system.

Firstly, the Damage with Jamming Resistance (DR]) value is ranked -24.48, which, despite accounting for
jamming resistance, still reflects a substantial negative impact; this suggests that existing jamming resistance
measures are only partially effective and insufficient to fully mitigate the effects of VGPO and RGPO disturbances.

In second instance, the Composite Specific Damage (DCS) value of -23.72 integrates the impacts of disturbances
and jamming resistance, indicating an overall high level of damage to the AESA radar's performance. To define a
final trend, we consider that the persistent negative values across DMS, DR], and DCS highlight the significant
vulnerability of the system to these disturbances.
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Figure 24. DMS vs DR]J.

To enhance collectively the performance of the AESA radar, it is technologically imperative to develop and
implement more effective measures to reduce the impact of VGPO and RGPO disturbances; the results are crucial
for applications ranging from industrial processes to advanced computing systems, where maintaining optimal
thermal conditions is sensitive information.

Specifically, the correlation heatmap, generated the relationships between key factors affecting the AESA
radar’s performance: the correlations between VGPO and RGPO impacts are very low, indicating that these
disturbances operate independently and complicate the mitigation strategy as each disturbance must be addressed
separately.

Altogether, the correlation between VGPO impact and jamming resistance is also extremely low, suggesting
that current jamming resistance measures do not significantly mitigate VGPO disturbances, highlighting a critical
gap in the system’s defence mechanisms.
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Figure 25. Correlation heatmap of EW factors impacting AESA performance.

The weak correlation between RGPO impact and jamming resistance indicates the limited effectiveness of
jamming resistance measures against RGPO impacts. Although increased jamming resistance can reduce overall
composite damage, the current measures are not sufficiently impactful to prevent significant performance
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degradation; the Figure 25 evidence such low correlations between VGPO and RGPO impacts with composite
damage suggest that while their direct contributions are minimal, their cumulative effects pose significant risks to
system performance.

3.d.V.MCDA retrieved from eigenvector refinement: modulation rate (y) and interference

After range pulse compression in the time domain was considered, a Constant False Alarm Rate (CA-CFAR)
detection was lastly performed, performed in Tables 9-12, on the compressed echo signal to estimate the target X-
47B range accounting A; for the echo signal i, R; for the range of the target i, a, (t), the range window function, f;,
frequency, B, bandwidth, gamma as modulation rate and c, speed of light, aggregated in terms of pairwise criterion,
one by one, as aggregated in Table 9, normalized in Table 10, weighted in Table 11 and lastly fuzzified in Table 12:

Table 9. Example Pairwise Comparison Matrix for Criteria.

=1

1/5 1/
301, 1/3 1/
1/3 1 3 1/2 1 1/

1/3 1/2 1 1/3

._.
-
—

ot

.

3

1T W b L

2 1/3 1 3 1/2 1
1 2 1/3 1 3 1/2
3 1 2 1/3 1 3
5 3 2 1 1

Table 10. Normalized Matrix and Weights.

0.05 0.03 0.07
0.15 0.09 0.13
0.20 0.14 0.18
0.10 0.13 0.11
0.25 0.31 0.21
0.15 0.19 0.16
0.10 0.11 0.14

Table 11. Weights Table 12. Results *Fuzzy AHP.
(Eigenvector).
0.10 FID AHP AHP* BWM ELECTRE TOPSIS
0.11
0.14 896 0.4293 0.4341 0.7187 1 3
0.13
0.21
016 966 0.4892 0.4845 0.6899 2 1
0.15
1056 0.3815 0.3814 0.7441 3 2

To match the maximization of the signal-to-noise ratio, the variables from the filter response for signal r ().
Each method provides unique insights, contributing to a well-rounded assessment of the radar system’s

performance, numerically minimized and, hence, defuzzified, concluding with the fuzzy synthetic extents 0.75 from

~ 112
A = (5,2

3’2’3
3.d.VL. SINR weighted in Fuzzy AHP triangular number and pairwise comparison

A consistent pattern, is validated in Tables 14-16, whereby the process of weighting SINR (Signal-to-Interference-
plus-Noise Ratio) using Fuzzy AHP (Analytic Hierarchy Process) with triangular numbers and pairwise
comparisons, detailed in Table 13, enhanced to solve the inherent uncertainty and vagueness of the trajectory, seen
in Table 14 for Best-to-Others (BO) vs Others-to-Worst (OW), and lastly estimated, Table 15, characterizing the
estimation by three parameters: the lower limit (a,), the most likely value (a,), and the upper limit (as):
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Table 13. Fuzzy AHP triangular number and Table 14. BO vs OW.
pairwise.
(1,1,1)
111 @3 (45
(—,—,—) (1,1,1) (6,7,8)
4'3'2) 171 1y B3Y (456 (1 4 6 8)(BO)
1 1 1 (_'_’_> (1’1‘1) ( 1’y ) :
—,57) \4'3"2 (2,3,4)
6’54 111
111 111 <_)_I_) (1!111)
=22\ \g'5g) W32 (8 4 2 1) (OW)
8’7’6 6 5 4

Table 15. Range estimation.

7534 1245 25 0.6

(85.92 16.68 20 0.5)
88.45 20.56 15 0.4

As detailed, we accounted as AHP weights w; = 0.5; w, = 0.2; w3 = 0.1, weighted S; signal is equivalent to:
Si(B)weightea = 0.5 - S; (85.92) + 0.2 - 5;(16.68) + 0.2 - 5;(20) + 0.1 - S5;(0.5) computed in Equation 45.
To better qualify the extent of Table 16, regular checks and periodic verification of secondary and tertiary

criteria occurring at certain critical points, the formulated pairwise comparison matrix, has been raised via
L M

triangular numbers (ai i i) af’j), completing the status of each row and column criterion.
Table 16. Fuzzy Synthetic extent.
Criteria R 0. 0., A N
R (1,1,1) (2/3,1,3/2) (2,3,4) (1/3,1/2,2/3) (3,4,5)
O, (2/3,1,3/2) (1,1,1) (1/2,2/3,1) (3,4,5) (2,3,4)
A (3/2,2,5/2) (1/5,1/4,1/3) (1/3,1/2,2/3) (1,1,1) (2,3,4)
N (1/5,1/4,1/3) (1/4,1/3,1/2) (3,4,5) (1/2,2/3,1) (1,1,1)

To support the overall analysis’s accuracy beforehand manually computed, the defuzzification is equivalent for
A, t01.056 while A;; ~ 3.

Long-interval monitoring of backup and reserve criteria, like hopping and damage, ensures the data is ready
for integration when needed; for high-priority weights, such as the No Savitsky-Golay section four unfiltered and
the Savitsky filter applied, minimal but consistent monitoring is vital to ensure their availability and accuracy; to
conclude, by computing iterated series of trajectories, a robust degree of consistency is consented, with regard of

verification of all criteria layers noised via unbiased CRLB R estimators given by VAR (R) > % whose Fisher
Information Matrix (FIM) is determined by r (t).

3.d.VIIL. Cramer-Rao Lower Bound and exponential refinement in radar spatial analysis

Describing the pattern documented in Figure 26 and brought by 3D spatial representation of radar data, we provide
a comprehensive visualization of how radar signals varied for the three critical points; by incorporating CRLB
(Cramer-Rao Lower Bound) and Exponential Smoothing accounting CRLB error bounds in variance estimator
Var(é) > [1(0)]7! retrieving information from the Fisher Matrix.

The Y-axis indicates the elevation angle, 8,;, of the vertical X-47B position, while along the X-, the range
measurements (R) is represented and for the Z-, the azimuth angle, 8,,;, is allocated, allowing to determining the
horizontal direction of the detected trajectory a smoothed at time ¢, x; at factor between 0 and 1 whose smoothing
a factor weighted the most recent observations given by FIM. The magnitude of CRLB values is now contextualized
across a two-dimensional grid as visualized in Figure 27 and summarized in Table 17. From the extracted data, we
observe that the highest values, represented by the lightest colors, are concentrated around the coordinates (229,
479), (229, 480), (229, 481), (229, 457), and (402, 482). These points signify regions of maximum intensity on the
heatmap, highlighting significant clusters of high values.
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Figure 26. Cramer-Rao Lower Bound spatial intersection.
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Figure 27. Heatmap of data point index from Cramer-Rao Lower.

Table 17. Heatmaps statistics.

Statistic Mean Median Star_ndqrd Min Max Z5th . 75th .
Deviation Percentile Percentile
Value -0.000014  -0.001206 0.005612 -0.013413 0.018384 -0.002937 0.002318

The histograms presented illustrate the distribution and impact of Exponential Smoothing on various radar
data parameters. Exponential Smoothing is a technique used to reduce noise and highlight significant trends in the
data. By comparing the original histograms with those after smoothing, we observe that Exponential Smoothing
makes the distributions more concentrated and less affected by random noise. This results in a clearer and more
accurate representation of the radar data, which is crucial for improving the reliability and accuracy of radar-based
measurements and estimations as portraited in Figure 28: (a) in which the top histogram displays the distribution
of range estimates with Cramer-Rao Lower Bound applied; (b) whereby the top histogram shows the distribution
of elevation angles in the radar data, indicating a reduction in random variability; (c) for determining the horizontal
direction of detected objects; (d) characterized by the top histogram which presents the distribution of signal
strengths in the radar data.
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4. Discussion from the Methodology Review : identifying and mitigating biases in MCDA

This examination employs a novel aggregate approach, never before applied to the UCAS X-47B, to evaluate the
effectiveness of EW countermeasures in the context of the Selinunte Heritage Park with the application of multiple
MCDA methodologies currently implemented in the engineering industry.

In turn, the integration of advanced radar technologies, such as 3D AESA, frequency hopping, and sophisticated
jamming resistance, underscores the necessity of advanced technological GIS/EW solutions to protect sensitive
cultural heritage sites from modern electronic threats.

Specifically, a key and novel finding is the demonstrated utility of the TOPSIS method in ranking radar system
performance across multiple criteria, which highlights its effectiveness in complex decision-making scenarios. The
results, which position FID 966 and FID 1056 as the top performers, emphasize the importance of advanced signal
processing and interference mitigation in EW operations. This prioritization aligns with the need for resilient
systems capable of maintaining operational superiority in dynamic and contested environments.

To support the initial eCASS hypothesis, the framework also critically identifies vulnerabilities within the AESA
radar system, particularly to jamming techniques such as VGPO and RGPO disturbances. The significant impact of
these disturbances on thermal performance and the calculated Rayleigh number highlights the pressing need for
enhanced thermal management systems; the review’s findings suggest that current cooling mechanisms are
inadequate, pointing to an area requiring urgent attention to prevent performance degradation under electronic
attack.

Making comparisons with the iterative methodology, weighted sums and velocity updates have provided a
dynamic framework for real-time adjustments, reflecting the adaptive nature of effective EW strategies. This
approach allows for continuous optimization in response to evolving threats, which is crucial for maintaining an
edge in EW deterrence.

Despite the strengths of the Methodology Review, there are still areas eligible for improvement, e.g. the
weighting and normalization processes within the MCDA methodologies will benefit in future from further
refinement to better account for the unpredictability of EW engagements.

5. Discussion and Conclusion: holistic communities and preserving heritage scenarios

This Methodology Review demonstrates the application of a comprehensive Multi-Criteria Decision Analysis
(MCDA) approach to enhance Electronic Warfare (EW) countermeasures, specifically evaluating the UCAS X-47B's
performance in the context of cultural heritage protection at the Selinunte Heritage Park. By employing
methodologies such as AHP, ANP, Fuzzy AHP, BWM, ELECTRE, and TOPSIS, the research provides a multifaceted
evaluation of key performance factors affecting EW systems, highlighting the crucial role of advanced radar
technologies like 3D AESA and frequency hopping in safeguarding sensitive sites from modern electronic threats.

The findings reveal that the integration of sophisticated signal processing and interference mitigation
techniques is essential for maintaining operational superiority in dynamic environments. Notably, the TOPSIS
method proved effective in ranking radar systems, with FID 966 and FID 1056 identified as top performers,
emphasizing the importance of resilient systems in contested scenarios.

Nonetheless, the study also uncovers vulnerabilities within the AESA radar system, particularly concerning
susceptibility to jamming techniques such as VGPO and RGPO disturbances. These findings underscore the urgent
need for enhanced thermal management systems to prevent performance degradation under electronic attack,
suggesting that current cooling mechanisms might be insufficient.

Future research should delve deeper into the dynamic interactions between EW technologies and heritage
protection frameworks, exploring how these advanced systems can be integrated without compromising the
preservation of cultural assets. This interdisciplinary approach has the potential to foster holistic solutions that
balance technological advancement with cultural conservation.

Overall, this study contributes valuable insights into the field of EW and heritage conservation, providing a
foundational framework for future developments and innovations in both military and cultural preservation
contexts. By addressing both the technological and cultural dimensions of EW, this review establishes a path for
further exploration and application of advanced EW strategies in protected landscapes.

By demonstrating that the periodic reset mechanism might be a powerful enhancement to the standard
Particle Swarm Optimization (PSO) algorithm, we, by periodically resetting particles, assume that the swarm of
critical points could maintain its ability to explore new areas of the search space, thereby increasing the likelihood
of finding the global optimum. Despite the additional computational cost and the need for careful parameter tuning,
the benefits of periodic resets in terms of improved UCAS optimization performance make it a valuable strategy in
swarm intelligence and optimization. Enhanced exploration by periodically resetting particles helps the PSO
maintain a higher level of exploration, preventing premature convergence and increasing the chances of finding the
global optimum. Maintaining diversity within the swarm ensures that different regions of the search space are
explored, leading to better optimization results as the swarm is less likely to get trapped in local optima.
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Lastly, introducing periodic resets can increase the computational load due to the generation of new random
positions and velocities. The effectiveness of the reset mechanism depends on parameters such as the reset interval
(TTT) and the fraction of particles to reset, which need careful tuning for different optimization problems. If the
reset interval is too short or the fraction of reset particles is too high, it may disrupt the convergence process and
lead to inefficiency.
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