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Abstract 
This case study researches a non-invasive forensic approach in order to identify anomalies related to the production 
and presence of antagonistic components operating in the maritime sector. In accordance with the internal and 
external consistency that regulates the port development plans, the cyber threat has recently obtained its own 
acknowledgment within the Port Facility Security Plans (PFSPs), as sealed in principle by the EU Directive 2005/65, 
becoming key to the Operators of Essential Services (OES). The study is focused on the spectral emissivity of non-
contact, active, and Non-Destructive Techniques (NDT),  ground and aerial, to be implemented in conjunction with 
histogram equalizations, transform waveforms, and segmentation image analysis following object detection by 
template matching. The hyper-parameterization overcomes the environmental limits that easily occur in likely 
electronic warfare scenarios. According to an emerging bibliography on the subject of modern strategic-military 
conception for Port Security Authorities (PSAs), a cyber-physical system (CPS) is strictly addressed to the emissivity of 
the physical theory of semi-conductors in the matter of smart-grid. Due to Electronic Data interchange (EDi), which 
mostly consists of volatile and unidentifiable stress agents in the digital environment, the malicious drivers are often 
under-recognized, i.e. non-IP based networking, that requires an urgent response in order to prevent alteration of the 
Internet of Things (IoT) supply-chain devices, by downgrading their performances or taking possession of their 
maneuverability. To entrust controllability, unmanned solutions can deliver immediate enforcement with the addition 
of infrared cameras, to detect electronic agents that cast suspicion and predict breaches across the latest Building 
Information Model (BIM) levels, all at a safe distance. In defense of water-space, harbor infrastructure pitfalls have 
demonstrated the upcoming necessity of adopting simultaneous strategies, jointly with private stakeholders and the 
Departments of Transport (DfT), that corresponds to the critical domain and require adaptation of usage according to 
international codes of behavior of safety. Sea-surface domain has been gradually analyzed and addressed as a physical 
area of interest due to its unique phenomena. The research proposes: (1) a set of multi-scalar parametric evaluations, 
(2) an in-depth theory dissertation, (3) a versatile open-source strategy, and (4) a risk-management implementation 
concerning maritime cyber security.  Due to the limits of research, the author has included a list of references that are 
susceptible to adaptation to the engaged novel open-source solutions, within the cited optimizations for the Green 
Build System of the Build Information Model (BIM) techniques. Moreover, because of Unmanned and Infrared systems 
cost, the work-study implements a licensed aerial dataset for research and a thermal ground camera possessed by 
the author. Port Authorities are critical non-flying zones whose maneuverability is not granted unless specific 
designations. The licensed dataset reconciles this missing opportunity, by including specific urban issues and 
infrastructures. 
Keywords: Maritime Cyber Security; Port Authority; Water Space; Digital Forensics; Incident Response; Electronic 
Warfare. 
 
1. Introduction 
As highlighted by the UNCTAD 2021 1, the Investment Policy Framework for Sustainable Development (IPFSD) 
developed in 2015 has drawn a link between a set of Core Principles for Investment Policymaking (CPIP),  balancing 
new design criteria for investment planning, threats, and policies.   
The Covid19-sars agent outbreak has defined challenging key-guidance of the UNCTAD 2015 framework by which 
the weakness of a new model of digital economic diplomacy has urged dedicated strategies with budget allocations 
in the matter of Sustainable Development Goals (SDG) that are locally commuted into multi-stakeholder entities.  
To accelerate this informatic transaction towards national bodies capable of stable intermediary roles across 
international platforms, an SDG financing space was defined in defense of targeted specific coordination of research 
groups that met the challenge favored by start-ups and Universities, adhering to international standards and 
consensus-strengthening of foreign investors through scalable ventures such as microfinance backed up with 
aftercare services. 

 
1 UNCTAD/DIAE/PCB/2021/1 «Investing in the Sustainable Development Goals: the Role of Diplomats». eISBN: 978-92-1-604005-5 
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This multipurpose of globalized virtual trade and manufacturing supply chain has confirmed the main strategic role 
to the Port Authorities. Due to their presence in worrisome landscapes, their economic model 2 3 has been gradually 
modeled following the Community advocacies 4 which demanded their own water space and landcover usage in 
favor of local citizenships 5 that are issued by numerous researchers belonging to the urban studies, these hybrid 
scenarios surfaced as a well distinguishable paradigm threatened by volatile antagonists that are difficult to be 
detected. In terms of urban heat islands 6. the industrial waterfront controllability is often undermined by the dark 
occlusions scattered by operative infrastructures 7 8 such as fences, a stack of containers, cranes, bridges, mobile 
platforms, and canals.  
The study surveys the benefits achieved from digital functional imaging applied to hyperspectral thermography in 
support of surveillance of undeveloped and transborder zonings 9, called into question to penetrate informatic 
attacks towards the cyber-physical fences 10of maritime infrastructures.  
Consequently, anti-drone countermeasures deploy tailored radio frequencies by implementing these reflections and 
interference to un-stabilize antagonist drones and neutralize the payload of jammer devices 11.  
The purpose of this permeability can rely on a temporary breach of information so that sacrificing a drone might be 
a convenient choice in a moment by which the consumer electronic market ensures mass devices. Due to their dual 
purpose, military and civil, Port Authorities forwarded levels of readiness in terms of interoperability by granting 
access to heavy vehicles, equipment, perishable goods, and personnel. Internal and external Port analysis 
consistencies are now cyber-dependent through cyber security assessments (CSA) 12. 

 

 
Figure 1. Structure of the Study (Developed by Authors). 

 
2 Jankauskaite-Jureviciene, Laura, e Aušra Mlinkauskienė. «Community Participation in Decision Making Processes in Urban Planning: The Case of 
Kaunas». Journal of Contemporary Urban Affairs 5, n. 2 (24 gennaio 2021): 197–208. https://doi.org/10.25034/ijcua.2021.v5n2-3. 
3 Hein, Carola, e Dirk Schubert. «Resilience, Disaster, and Rebuilding in Modern Port Cities». Journal of Urban History 47, n. 2 (marzo 2021): 235–
49. https://doi.org/10.1177/0096144220925097 
4 Hein, Carola, e Yvonne Van Mil. «Mapping as Gap-Finder: Geddes, Tyrwhitt, and the Comparative Spatial Analysis of Port City Regions». Urban 
Planning 5, n. 2 (30 giugno 2020): 152–66. https://doi.org/10.17645/up.v5i2.2803. 
5 Hussein, Najmaldin. «The Pedestrianisation and Its Relation with Enhancing Walkability in Urban Spaces». Journal of Contemporary Urban Affairs 
2, n. 1 (1 giugno 2018): 102–12. https://doi.org/10.25034/ijcua.2018.3666. 
6 Erika A. Parn, David Edwards, (2019) "Cyber threats confronting the digital built environment: Common data environment vulnerabilities and 
block chain deterrence", Engineering, Construction and Architectural Management, https://doi.org/10.1108/ECAM-03-2018-0101. 
7 Eken, Cemaliye. «Learning from Resilience: Cities towards a Self-Organizing System». Journal of Contemporary Urban Affairs 3, n. 1 (1 giugno 
2019): 92–103. https://doi.org/10.25034/ijcua.2018.4686. 
8 Nassar, Usama Abd Elhameed. «Urban Acupuncture in Large Cities: Filtering Framework to Select Sensitive Urban Spots in Riyadh for Effective 
Urban Renewal». Journal of Contemporary Urban Affairs 5, n. 1 (24 gennaio 2021): 1–18. https://doi.org/10.25034/ijcua.2021.v5n1-1. 
9 Bone, James. «Tracking the Digital Footprint of Breaches. Cognitive hack: the new battleground in cybersecurity, the human mind». Boca Raton, 
FL: CRC Press, Taylor & Francis Group, 2017. ISBN 978-1-4987-4981-7. 
10 Alsaleh, Mansour, Noura Alomar, e Abdulrahman Alarifi. «Smartphone Users: Understanding How Security Mechanisms Are Perceived and New 
Persuasive Methods». A cura di Kim-Kwang Raymond Choo. PLOS ONE 12, n. 3 (15 marzo 2017): e0173284. 
https://doi.org/10.1371/journal.pone.0173284. 
11 European Union Agency for Cybersecurity. Cyber Risk Management for Ports: Guidelines for Cyber Security in the Maritime Sector. LU: 
Publications Office, 2020. https://data.europa.eu/doi/10.2824/671060. 
12 Cyber Infrastructure (CISA). «A Guide to Critical Infrastructure Security and Resilience». U.S. Department of Homeland Security. November 
2019. 
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2. Emissivity Discussion Within the Water-Space 
As initially stated, the scope of the research is merely investigated for surveillance purposes with an analog modus 
operandi that adheres to search and rescue (SaR) operations 13. As consequence, infrared applications 14 15 are 
carried out in severe and unpredictable environmental conditions 16.  
The atmosphere itself is in fact not entirely transparent to IR and behaves like a body being characterized by relative 
humidity, in the matter of aerosol, temperature, view, and air mass. This synergy of factors occurs whereby 
attenuation might perform otherwise within specific atmospheric frames (SW – short wave, 3 – 5 μm; LW – 
longwave, 8-14 μm). Thermal cameras are commercialized referring to these bands, and their manufacturers have 
developed atmospheric corrections to overcome these difficulties of assessment. Thermography is classified under 
two categories: passive and active thermography. Surveillance thermal cameras in the majority operate according 
to the first class 17. To summarize, the three radiation power modalities are: 

 
Table 1: Radiations. 

Radiation 
from the object 

Reflected 
radiation 

Atmosphere 
radiation 

ε ∙ τ ∙ 𝑊𝑜𝑏𝑗 (1 − ε) τ ∙ 𝑊𝑟𝑒𝑓𝑙  (1 −  𝜏) 𝜏 ∙ Watm 

ε = emittence 
of the body 

(1 − ε)  
=  reflectance of the body 

(1 −  𝜏)  
=  emittance of the atmosphere 

 

τ 
=  transmittance of the atmhere 

𝑇refl  
=  ambience emission 

Tatm  
=  temperature of the atmosphere 

𝑇𝑜𝑏𝑗  = body temperature 

 

  

 
The spectrum is restricted to optically opaque materials with metals and organic material that are easy to be 
detected because they present a full opacity; in industrial scenarios, this aspect is well known even though there 
are semi-translucent materials to infrared heat, i.e. sapphire glass 18. The imagery of fossil energy is commonly 
associated with the landscape of harbors so that the impact of private and public petroleum stakeholders 19 has 
been modeled over the last 150 years, a shaped citizen concept that strengthens corporate brand 20.  
The waterspace, in conjunction with the petroleumscape, is indeed a complex scenario 21 22 to detect antagonists 
so that special budgets are deployed in order to install a special weather station 23 on the docks.  
A specific research abstract, “Ship Infrared Detection/Vulnerability” has been well discussed over the years because 
of its mention in the introduction of physical phenomena occurring to detect anomalies for cargos and other objects 

 
13 Ren, Peng, Qinglin Meng, Yufeng Zhang, Lihua Zhao, Xu Yuan, e Xiaoheng Feng. «An Unmanned Airship Thermal Infrared Remote Sensing System 
for Low-Altitude and High Spatial Resolution Monitoring of Urban Thermal Environments: Integration and an Experiment». Remote Sensing 7, n. 
10 (27 ottobre 2015): 14259–75. https://doi.org/10.3390/rs71014259. 
14 Corsi, Carlo. «Infrared: A Key Technology for Security Systems». Advances in Optical Technologies 2012 (4 dicembre 2012): 1–15. 
https://doi.org/10.1155/2012/838752. 
15 Vollmer, Michael, e Klaus-Peter Möllmann. «Infrared Thermal Imaging: Fundamentals, Research and Applications». Weinheim, Germany: Wiley-
VCH Verlag GmbH & Co. KGaA, 2017. https://doi.org/10.1002/9783527693306 
16 Półka, Marzena, Szymon Ptak, e Łukasz Kuziora. «The Use of UAV’s for Search and Rescue Operations». Procedia Engineering 192 (2017): 748–
52. Transcom. https://doi.org/10.1016/j.proeng.2017.06.129. 
17 Yin, Jiale, Lei Liu, He Li, e Qiankun Liu. «The Infrared Moving Object Detection and Security Detection Related Algorithms Based on W4 and 
Frame Difference». Infrared Physics & Technology 77 (luglio 2016): 302–15. https://doi.org/10.1016/j.infrared.2016.06.004. 
18 Muley, Sarang V., e Nuggehalli M. Ravindra. «Emissivity of Electronic Materials, Coatings, and Structures». JOM 66, n. 4 (aprile 2014): 23 616–
36. https://doi.org/10.1007/s11837-014-0940-0. 
19 Hein, Carola. «Oil Spaces: The Global Petroleumscape in the Rotterdam/The Hague Area». Journal of Urban History 44, n. 5 (settembre 2018): 
887–929. https://doi.org/10.1177/0096144217752460 
20 Porter, Nicole. «Landscape and branding: the promotion and production of place». Routledge research in landscape and environmental design. 
London ; New York: Routledge, Taylor & Francis Group, 2016. 
21 «An International Codes and Standards Organization. NFPA®30 Flammable and Combustible Code». 2015. Rafa. The relationship between the 
marine insurance amount and the insured money. University of Anbad, 2020. 
22 «Army Field Manual No 3-9. Potential Military Chemical/Biological Agents and Compounds». Washington 1990. 
23 A.N. de Jong Ship Infrared detection/vulnerability. SPIE Vol. 2020 Infrared Technology XIX (1993)! 219 TNO Physics and Electronics Laboratory. 
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beyond sea surfaces 24 25 26 27: solar heating, sunlight at the sea surface (SSS), molar absorptivity, internal heating 
sources, wind cooling, caused by convective heat transfer, cold sky cooling, determined by apparent sky 
temperature, sea surface reflection of cold sky/cloud background, sunglint at the sea surface, selective radiation 
from exhaust gases, sea clutter pattern, spectral response curve of sensor, spatial resolution of sensor, range and 
aspect angle (azimuth and elevation).  
Among these, SSS and cold sky/cloud background are the most critical to handle, by downgrading the emissivity of 
leaks, gas, and men in the water. The adoption of a simplified atmospheric model by manufacturers 28 29 30 has 
optimized the rapidity of the bundle adjustment even though the air-water at sea-surface domain requires specific 
physical models that evolved the accuracy against the interferences for the volumetric and through-plane 
temperature here absorbs and reduce the blur and distance with the target, reinforce the image focus, and pixel 
resolution. 
Aqueous boundary layers of air 24 (J.Kunz and B. Jähne, 2018) account for heat transfer in a matter of minutes and 
meters. Passive thermography (PT) and active thermography (AT) are both addressable to surveillance- Radiative 
and evaporative cooling of the water surface. AT relies on the excitation of signals which amplify the spectral firm 
of water by confirming temperature amplitude and phase shift. 

 
Table 2: Machinery temperatures of exercise and thresholds of emergency. 

 
The exchange of air masses and gases across the air-water layers is mainly generated by the wind blowing over the 
sea surface. These layers vary in terms of thickness that weights particularly for the speed of exchange (transfer 
velocity) and near-surface turbulence. In the air, the heat boundary layers and the mass hold a similar thickness as 
the viscous boundary layer; such an AT technique uses as a proxy tracer for these masses through a heat flux. The 
advantage is clearly visible in its response. In water, the mass boundary layer is much thinner (10–350  µm) than 
the viscous boundary layer, (because in water molecular diffusion for mass (D) is a thousand times slower than for 
momentum (ν), i.e., the Schmidt number Sc = ν/D ≈  1,000. 
The transfer velocity k expresses the exchange rates in quantitative terms. It’s obtained in form of the ratio between 
the mass flux density jc and the concentration difference Δc, occurring between air and water. 
According to a 2004 statement by loyd’s Register, “In the near future, mechanical machinery onboard vessels will 
also benefit from thermal imaging, especially as a pre-docking strategy to identify and target equipment and 
systems which need attention as well as to eliminate necessary work”. Due to its non-invasive survey method of 
process monitoring, IR technique has migrated into other scopes. The industry of cargos is commonly associated 
with the maritime trade and energy-dependent on the logistics of petroleum linked to the versatility of airborne 
systems, has been recently extended to oil spill detection 31 32 33 whose spectrum is detected through IR radiometer 
or IR/ultraviolet (UV) equipment which benefit of the conjunction with remote sensing hardware like Side Looking 

 
24 Kunz, Jakob, e Bernd Jähne. «Investigating Small-Scale Air–Sea Exchange Processes via Thermography». Frontiers in Mechanical Engineering 4 
(26 marzo 2018): 4. https://doi.org/10.3389/fmech.2018.00004 
25 Garbe, Christoph S., Anna Rutgersson, Jacqueline Boutin, Gerrit de Leeuw, Bruno Delille, Christopher W. Fairall, Nicolas Gruber, et al. «Transfer 
Across the Air-Sea Interface». In Ocean-Atmosphere Interactions of Gases and Particles, a cura di Peter S. Liss e Martin T. Johnson, 55–112. 
Springer Earth System Sciences. Berlin, Heidelberg: Springer Berlin Heidelberg, 2014. https://doi.org/10.1007/978-3- 642-25643-1_2. 
26 Schnieders, J., C. S. Garbe, W. L. Peirson, G. B. Smith, e C. J. Zappa. «Analyzing the Footprints of Near-Surface Aqueous Turbulence: An Image 
Processing-Based Approach: NEAR-SURFACE AQUEOUS TURBULENCE». Journal of Geophysical Research: Oceans 118, n. 3 (marzo 2013): 1272–
86. https://doi.org/10.1002/jgrc.20102. 
27 Liu, Lisang, Fenqiang Liang, Jishi Zheng, Dongwei He, e Jing Huang. «Ship Infrared Image Edge Detection Based on an Improved Adaptive Canny 
Algorithm». International Journal of Distributed Sensor Networks 14, n. 3 (marzo 2018): 155014771876463. 
https://doi.org/10.1177/1550147718764639. 
28 Flir® infrared camera help to ensure safety at sea. (Echo Class and River Class ships). 1558693_EN.pdf 
https://www.flirmedia.com/MMC/THG/Brochures/1558693/1558693_EN.pdf 
29 Flir® Mariner Operator’s Manual. Thermovision® Mariner. User’s Guide. 
30 Flir® Radiometric Temperature Measurements 
31 Goerlandt, Floris, e Jakub Montewka. «A Framework for Risk Analysis of Maritime Transportation Systems: A Case Study for Oil Spill from 
Tankers in a Ship–Ship Collision». Safety Science 76 (luglio 2015): 42–66. https://doi.org/10.1016/j.ssci.2015.02.009. 
32 Szyliowicz, Joseph S. «Safeguarding Critical Transportation Infrastructure: The US Case». Transport Policy 28 (luglio 2013): 69–74. 
https://doi.org/10.1016/j.tranpol.2012.09.008. 
33 Senarak, Chalermpong. «Port Cybersecurity and Threat: A Structural Model for Prevention and Policy Development». The Asian Journal of 
Shipping and Logistics 37, n. 1 (marzo 2021): 20–36. https://doi.org/10.1016/j.ajsl.2020.05.001. 

Class Operability Temperature 

Severity 0 Regular exercise Inferior to 210.0 °C 

Severity 1 Attention 210.0 °C < temp < 220.0 °C 

Severity 2 Risk > 220.0 °C 

https://doi.org/10.3389/fmech.2018.00004
https://doi.org/10.1007/978-3-%20642-25643-1_2
https://doi.org/10.1002/jgrc.20102
https://doi.org/10.1177/1550147718764639
https://www.flirmedia.com/MMC/THG/Brochures/1558693/1558693_EN.pdf
https://doi.org/10.1016/j.ssci.2015.02.009
https://doi.org/10.1016/j.tranpol.2012.09.008
https://doi.org/10.1016/j.ajsl.2020.05.001
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Airborne Radar (SLAR), Imaging Airborne Laser Fluorosensor (IALFS), Microwave Radiometer (MWR) and photo 
cameras. 
Along with IR applications, Sea-borne systems complete this group and have been designed to rise coating 
protection against the influences of mechanical forces, anti-reflection, and marine water. Besides, the applicability 
of the International Convention for the Safety of Life at Sea (SOLAS) special measures to guarantee maritime 
security and require temporary certifications as life-saving appliances 34 35 36 37 : Electrical installations and general 
stability, fire protection detection and extinction, personnel arrangements, radiocommunications, and special 
consideration of strategic assets, i.e. pharmaceuticals and nuclear ships. The adherence to its mandatory protocols 
started between 17 June 1960 and 26 May 1965 as issued by the International Maritime Organization (IMO). 
Conditions of endured conditions, provide deterrence for breaches. Cargos are the primary trade vector so specific 
literature has been developed on their electrical and propulsion systems 38, by enlisting severe criteria of 
maneuverability 39 40. 
 
2.1 Cyber Threats and The Harbourscape 
According to Directive 2016/1148 (NIS Directive), bodies of ports are identified in the form of “any specified area of 
land and water, with boundaries defined by the Member State MS in which the port is situated, containing works 
and equipment designed to facilitate commercial maritime transport operations” 41 that involve operations of the 
AECO sector 42 43 44 45. Building Information Model (BIM) 46 has been enhanced until Level 2 by operating in a Common 
Data Environment (CDE) 6 and included augmented intelligent analysis of real-time data and information gathered 
to promptly optimize decisions 32. These Information and Communication Technology (ICT) applications, in the first 
stage, consented to a file-based coherence of a project who followed an Object model-based exchange (Level 3).  
This informatic matter is often targeted by hackers; we might comprehend that BIM is not merely confined to the 
AECO industry, but extended to daily Contemporary operations and Maintenance (O&M). Smart-grids are 
continuously visited by security specialists and practitioners who interact with high sensitive proxies, i.e. Bluetooth 
and 5G, that are interdependently confronted onto URL nodes 6 Research related to this dichotomy 47, has reviewed 
the cyberthreat-awareness concerning asset information models (AIM) for large infrastructure asset managers 
complaint within public and private sectors in (ThaiCERT) Thailand Computer Emergency Response Teams from 2011 
to 2019. This reporting has underlined the impairment to utilities and core infrastructures with a detailed case record 
of underestimated informatic deficiencies, i.e. website defacement and cookies data by which scrap data are 
assemblable. Likelihood has been validated through the years as a comparative pre-assessment of the risk-mitigation 

 
34 Birkel, Hendrik Sebastian, e Evi Hartmann. «Impact of IoT Challenges and Risks for SCM». Supply Chain Management: An International Journal 
24, n. 1 (14 gennaio 2019): 39–61. https://doi.org/10.1108/SCM-03-2018-0142. 
35 International Chamber of Shipping et al. «The Guidelines on Cyber-Security Onboard Ships». (2020) 
36 Kohnke, Anne, Dan Shoemaker, e Kenneth Sigler. «The complete guide to cybersecurity risks and controls. Internal audit and IT audit». Boca 
Raton: CRC Press, Taylor & Francis Group, 2016. 
37 H. Boyes, R. Isbell and A. Luck. «Code of Practice. Cyber Security for Ports and Port Systems». Institution of Engineering and Technology, London. 
2016 
38 Mojeswara Rao Duduku, Kavuluri Lakshmi Narayana, Kavuluri Venkata Ramana and Chintalapati Sridhar Yesaswi, Development of an Expert 
System for Condition Monitoring of Submarines Using IR Thermography, International Journal of Mechanical Engineering and Technology, 8(4), 
2017, pp. 26–33.  
39 Shapiro, Lauren R., Marie-Helen Maras, Lucia Velotti, Susan Pickman, Hung-Lung Wei, e Robert Till. «Trojan Horse Risks in the Maritime 
Transportation Systems Sector». Journal of Transportation Security 11, n. 3–4 (dicembre 2018): 65–83. https://doi.org/10.1007/s12198- 018-
0191-3. 
40 Geerlings, H., Bartholdt Kuipers, e Rob Zuidwijk, a c. di. «Ports and networks: strategies, operations and perspectives». Abingdon, Oxon; New 
York, NY: Routledge, 2018. 
41 Langen, Peter W. de. «Towards a better port industry: port development, management and policy». London; New York, NY: Routledge, Taylor 
& Francis Group, 2020. 
42 Boyson, Sandor. «Cyber Supply Chain Risk Management: Revolutionizing the Strategic Control of Critical IT Systems». Technovation 34, n. 7 
(luglio 2014): 342–53. https://doi.org/10.1016/j.technovation.2014.02.001. 
43 Macaulay, Tyson, Bryan Singer, e an O’Reilly Media Company Safari. «Cybersecurity for Industrial Control Systems». Taylor & Francis Group. 
2016. https://learning.oreilly.com/library/view/-/9781439801987/?ar 
44 «Augmented Human International Conference, Albrecht Schmidt, Andreas Bulling, Christian Holz, Association for Computing Machinery», 
SIGCHI (Group : U.S.), e ACM Digital Library. Augmented Human’13: 4th International Conference: March 7-8, 2013, Stuggart, Germany, 2013. 
https://doi.org/10.1145/2459236. 
45 Kohnke, Anne, Kenneth Sigler, e Dan Shoemaker. «Implementing cybersecurity: a guide to the National Institute of Standards and 24 Technology 
Risk Management Framework. Internal audit and IT audit». Boca Raton, FL: CRC Press, 2017. 
46 Natephra, Worawan, Ali Motamedi, Nobuyoshi Yabuki, e Tomohiro Fukuda. «Integrating 4D Thermal Information with BIM for Building Envelope 
Thermal Performance Analysis and Thermal Comfort Evaluation in Naturally Ventilated Environments». Building and Environment 124 (novembre 
2017):194–208. https://doi.org/10.1016/j.buildenv.2017.08.004. 
47 Senarak, Chalermpong. «Port Cybersecurity and Threat: A Structural Model for Prevention and Policy Development». The Asian Journal of 
Shipping and Logistics 37, n. 1 (marzo 2021): 20–36. https://doi.org/10.1016/j.ajsl.2020.05.001. 
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48 49 50, and well supported by customer questionnaires in a cost-effective manner: Electronic Chart Display and 
Information System (ECDIS), has been lately officialized within the International Safety Management (ISM) Code 
safety management system by 1 January 2021. The assignment of the reports to all crew 51, regarding incident 
handling, influences training, i.e. sea-piracy, and improves the awareness program 52 53 in favor of sea-air-ground 
personnel (ENISA). 

 
3 Unmanned Aerial Vehicles (UAV) Systems in Rescue or Surveillance Missions 
Intelligence Surveillance Reconnaissance (ISR) has primarily endured its challenges on stationary ground targets to 
photograph each target with time-saving human resources. The digital environment can be compared with Digital 
Elevation Model (DEM) and Digital Terrain Elevation Data (DTED) for military purposes 54. In order to entrust its 
accuracy, photogrammetric models superimposed with  Lidar Detection And Ranging (LIDAR) and Synthetic Aperture 
Radar (SAR) datasets, have validated accuracy in conditions of critical visibility.  
UAV is able to provide a multipurpose payload and according to this scope, in compliance with IR tracking conversion 
into an electrical signal is performed in the form of raster images in which pixels are commuted into temperature 
amounts.  
Because of sudden intervention, qualitative measurement is preferred rather than quantitative. Sudden movements 
are a common issue that depends on flight factors, indeed we face an uncontrollable environmental change that 
compromises automatic object detection 55 56.  
False-positive 57 58 59 are moreover promoted by high update temporal information by which one preferred an 
independent ad-hoc adjustment to confirm the duality of this hybrid approach. For gas detection infrared 
spectroscopy was developed to identify toxic gases by IR spectroscopy: the vast majority of TICs and CWAs adhere 
to bands in the MID-IR for their absorption. CWAs (Chemical Warfare Agents) 60 61 and Toxic Industrial Chemicals 
(TICs) are a national interest, crossing both military and civilian defenses.  
Ideally, the detectors (i.e. surface acoustic wave, flame photometry, Raman spectroscopy, and ionizations) are 
forced to operate under severe hazards. Due to the finest state of the art of electronic engineering, IR-based 
detectors are complex to maintain and put into practice for size and weight. Photoacoustic-based IR sensors are in 
particular affected by many false positives caused by vibrations or do not behave respond to CWA vapors at IDLH 
levels. Counter-drone defense is another argument that recently emerged and it’s addressed to neutralize jamming 
attacks and smuggling purposes. IoT devices 3 can hence integrate independent anti-drone solutions to facilitate the 
counter-response of personnel. 
 

 
48 Haywood, Russ. «Railways, urban development and town planning in Britain: 1948-2008. Transport and mobility series». Farnham, England ; 
Burlington, VT: Ashgate, 2009 
49 M. Hershman «Urban Ports and Harbor Management. Responding to Change along U.S. Waterfronts». Routledge Library Editions: Urban 
Studies. 2017. https://www.taylorfrancis.com/books/e/9781315099873. 
50 Kolokotronis, Nicholas, e Stavros Shiaeles, a c. di. «Cyber-security threats, actors, and dynamic mitigation». Boca Raton: CRC Press, 2021. 
51 Patterson, Wayne, e Cynthia E. Winston-Proctor. «Behavioral cybersecurity. Fundamental principles and applications of personality 
psychology». First edition. Boca Raton: CRC Press, 2021. 
52 Dunn Cavelty, Myriam. «Cyber-Security and Threat Politics: US Efforts to Secure the Information Age». 
53 Svilicic, Boris, Miho Kristić, Srđan Žuškin, e David Brčić. «Paperless Ship Navigation: Cyber Security Weaknesses». Journal of Transportation 
Security 13, n. 3–4 (dicembre 2020): 203–14. https://doi.org/10.1007/s12198-020-00222-2. 
54 Kitzen, Martijn, e Christina van Kuijck. «All Deterrence Is Local: The Utility and Application of Localised Deterrence in Counterinsurgency». In 
NL ARMS Netherlands Annual Review of Military Studies 2020, a cura di Frans Osinga e Tim Sweijs, 287–310. NL ARMS. The Hague: T.M.C. Asser 
Press, 2021. https://doi.org/10.1007/978-94-6265-419-8_15. 
55 Stecz, Wojciech, e Krzysztof Gromada. «Determining UAV Flight Trajectory for Target Recognition Using EO/IR and SAR». Sensors 20, n. 19 (8 
ottobre 2020): 5712. https://doi.org/10.3390/s20195712. Taguchi 
56 T. Mahnken, T.Sharp, G. Kim . «Deterrence by Detection: a key role for unmanned aircraft systems in great power competition». Center for 
Strategic and Budgetary Assessments (CSBA). 2020 
57 Gaszczak, Anna, Toby P. Breckon, e Jiwan Han. «Real-time people and vehicle detection from UAV imagery». a cura di Juha Röning, David P. 
Casasent, e Ernest L. Hall, 78780B. San Francisco Airport, California, USA, 2011. https://doi.org/10.1117/12.876663 
58 H.Wu, W.Li, W.Li, G. Liu. «A Real-time Robust Approach for Tracking UAVs in Infrared Videos”. SigPro Lab, School of Information and 
Communication Engineering, Xi’an Jiaotong University Xianning West Road 28, 710049, Xi'an, P.R. China. 
59 Ashraf, Muhammad Waseem, Waqas Sultani, e Mubarak Shah. «Dogfight: Detecting Drones from Drones Videos». arXiv:2103.17242 [cs], 9 
aprile 2021. http://arxiv.org/abs/2103.17242. 
60 Campbell, Matthew B., e Edwin J. Heilweil. «Noninvasive detection of weapons of mass destruction using terahertz radiation». a cura di R. 
Jennifer Hwu e Dwight L. Woolard, 38. Orlando, FL, 2003. https://doi.org/10.1117/12.504297. 
61 Fischer, Bernd M., Hanspeter Helm, e Peter Uhd Jepsen. «Chemical Recognition With Broadband THz Spectroscopy». Proceedings of the IEEE 
95, n. 8 (agosto 2007): 1592–1604. https://doi.org/10.1109/JPROC.2007.898904. 
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3.1 CLAHE 
The Contrast Limited Adaptive Histogram Equalization (CLAHE) is a computer image processing technique used to 
highlight the contrast in images. It diverges from ordinary histogram equalization in that matter the adaptive method 
computes several histograms, which are used to redistribute the lightness values of the image. 
It is therefore indicated to enhance the local contrast and sharpen the definitions of edges in each region of an 
image. AHE has a tendency to over-amplify noise in relatively homogeneous regions of an image. 

 
3.2 FAST FOURIER TRANSFORM 
A Fast Fourier Transform (FFT) has been performed due to the capability that this algorithm offers to convert digital 
images from their original domain into the inverse frequency domain. It’s based on O(NlogN) algorithm for 
estimating the signal’s duration. 

 
3.3 Segmentation 
Watershed image processing is metaphorically related to a geological watershed by which drainage lines are divided. 
The thresholding method is a simple but effective method to segment an image 62 by which a gray-scale image is 
commuted into a binary image 63.  
The function watershed is able to fill the gaps of ideal catchment basins and watershed lines for any grayscale image. 
Histogram-based methods are very efficient when compared to other image segmentation methods because they 
typically require: that the peaks and valleys in the histogram are used to locate the clusters in the image. It requires 
only one pass through the pixels. 
 
4 Results 
 

 
Figure 2. CLAHE hyperparameterization.  

 

 
62 Barnett R., Stratulat Alisa, Andrew M., Carl Zeiss Microscopy, Advanced Segmentation for Industrial Materials using Machine Learning, USA 
2018 
63 Taguchi et al. Template Matching Processing Device and Template Matching Processing Program. United States Patent 8,971,627 B2 (2015) 
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This raw-image group 64 65has been encountered by the log-normalization function which adjusted the intensity 
contrast of the image dynamically. In the second instance, a correlation was measured in the splitting of the degree 
to which was subdivided into two variables agree, to better comprehend the general behavior. The two variables 
are the corresponding pixel values in two images, template, and source.  
CLAHE limits the amplification by clipping the histogram at a predefined value (clip limit) as the threshold value; tile 
grid size, instead, defines the number of tiles in row and column. 
The hyper-parameterization was gradually enhanced to control the visual process. By contrast and efficiency, the 
scope was directed to ver-amplify noise in relatively similar regions of the frame, in order to expand the available 
image quality for detection, in accordance with the limitations of available transmission bandwidth.  
The radius became stable at 3600 and therefore preferred for a low-computing factor. Additionally, two ROIs were 
reported: a stack of parking slots, understandable for the recent utilization of hoods, and a roof, by which the heating 
footprint was gradually confirmed. 

 

 
Figure 3. A second insight for the second ROI. Thermal traces of the roof.  

 

 
Figure 4. The preferring setting was finally picked up to 6 - 6. 

 

 
Figure 5. The second parameter was limited to 10 with regard of a first Watershed segmentation preview. 

 

 
64 SenseFly® Duet T® Camera Collection; Flir® Duo & Duo R® User Guide (2017) 
65 Flir® C5 User’s manual Cx series (2020) 
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Figure 6. The tilegridsize block-based processing, amplified and finished to apply histogram equalization to 

each of the occlusions. 
 
5 Watershed segmentation 
The results of the watershed over-segmentation of FFT allowed for enhancing even tiny and apparently insignificant 
infrared differences. Removing minima traces is considered too shallow, due to the impossibility of operating with 
military measuring devices that better accomplish an ideal environment. 
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Figure 7. Results of final Watershed segmentation. The RGB histograms vary at the increment of tiles. 

 
Regarding the unmanned dataset, the ROI_2 36-36 frame benefitted from the hyper-parameterization with the 
vehicle thermal traces on the environment 66 (depending on sunlight to vehicle heat transfer) and recent utilization 

 
66 Libra, Martin, Milan Daneček, Jan Lešetický, Vladislav Poulek, Jan Sedláček, e Václav Beránek. «Monitoring of Defects of a Photovoltaic Power 
Plant Using a Drone». Energies 12, n. 5 (27 febbraio 2019): 795. https://doi.org/10.3390/en12050795. 

https://doi.org/10.3390/en12050795
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characteristics 67 (heated or cold engine). This railway infrastructure, 68 69 70 71 72 73 74 75 is in fact specified in the 
literature review by which we assist in an upgrade of awareness spectral signatures obtained with the “heat islands” 
roof emissivity and pieces of machinery, parked in a stack.  
Regarding the ground thermal survey, instead, the segmentation has, with the need for extended enhancement, 
augmented the silhouettes of the ships, in the condition of cast sunlight day and night light. In particular, some 
qualitative signs have been reported: three persons on board (Fig.8a), the heterogeneity of cliff composition (Fig.9a), 
and structural deficiencies of the hulf (Fig.10a). In compromised light conditions, it was necessary for a hyper-
parameterization of radius and tiles, to better detect the objects cast in the obscurity of the cliff. 
The personnel on board was not easily identifiable at distance, except for the face. The emissions were on the 
contrary clear at the stern/bow rather than the human factor. 
 

 
 
 
 

 
67 Tedeschi, Pietro, Savio Sciancalepore, e Roberto Di Pietro. «Security in Energy Harvesting Networks: A Survey of Current Solutions and Research 
Challenges». IEEE Communications Surveys & Tutorials 22, n. 4 (2020): 2658–93. https://doi.org/10.1109/COMST.2020.3017665. 
68 Notteboom, Theo, César Ducruet, e Peter W. de Langen. «Ports in Proximity: Competition and Coordination among Adjacent Seaports». London; 
New York: Routledge, 2016. https://www.taylorfrancis.com/books/e/9781315601564. 
69 Pandey, Shipra, Rajesh Kumar Singh, Angappa Gunasekaran, e Anjali Kaushik. «Cyber Security Risks in Globalized Supply Chains: Conceptual 
Framework». Journal of Global Operations and Strategic Sourcing 13, n. 1 (13 gennaio 2020): 103–28. https://doi.org/10.1108/JGOSS-05-2019-
0042 
70 Polemi, Nineta. «Security of Ports’ Critical Information Infrastructures». In Port Cybersecurity, 27–66. Elsevier, 2018. 
https://doi.org/10.1016/B978-0-12-811818-4.00003-4. 
71 Wang, James Jixian, a c. di. «Ports, cities, and global supply chains». Aldershot, England; Burlington, VT: Ashgate, 2007 
72 Talley, Wayne Kenneth. «Port economics». 2nd edition. Routledge Maritime Masters. London; New York: Routledge, [Taylor & Francis Group, 
2018. 
73 Calzada, Igor. «Platform and Data Co-Operatives amidst European Pandemic Citizenship». Sustainability 12, n. 20 (9 ottobre 2020): 25 8309. 
https://doi.org/10.3390/su12208309. 
74 Mandal, Anindita, e Hugh Byrd. «Density, Energy and Metabolism of a proposed smart city». Journal of Contemporary Urban Affairs 1, n. 2 (1 
dicembre 2017): 57–68. https://doi.org/10.25034/ijcua.2017.3648. 
75 Aho, Brett, e Roberta Duffield. «Beyond Surveillance Capitalism: Privacy, Regulation and Big Data in Europe and China». Economy and Society 
49, n. 2 (2 aprile 2020): 187–212. https://doi.org/10.1080/03085147.2019.1690275. 

https://doi.org/10.1109/COMST.2020.3017665
https://www.taylorfrancis.com/books/e/9781315601564
https://doi.org/10.1108/JGOSS-05-2019-0042
https://doi.org/10.1108/JGOSS-05-2019-0042
https://doi.org/10.1016/B978-0-12-811818-4.00003-4
https://doi.org/10.3390/su12208309
https://doi.org/10.25034/ijcua.2017.3648
https://doi.org/10.1080/03085147.2019.1690275


5th International Conference of Contemporary Affairs in Architecture and Urbanism (ICCAUA-2022) 11-13 May 2022 

 

 ICCAUA2022 Conference full paper proceedings book, Alanya HEP University, Alanya, Turkey           966 

Acknowledgements 
This research did not receive any specific grant from funding agencies in the public, commercial, or not-for-profit 
sectors. The authors declare no conflict of interest and thank the local Captain, Mr. Domenico Schiano for his 
supervision of the navigational maneuverability of his fishing vessel in the waters of Lacco Ameno bay in the evening. 
The authors also declared no potential conflicts of interest with respect to the research, authorship, and/or 
publication of this article. The aforementioned airborne dataset “Industrial Estate” has been released by senseFly® 
for education and research purpose. The Fast Fourier schemes are licensed by LibreTexts libraries under CC BY-NC-
SA 3.0 license. The Flir® C5 thermal camera belonged to personal equipment for engineering surveys. All figures from 
the survey and tables are their own.  
 
Conflict of Interests 
The authors declare no conflict of interest. 
 
References 
Aho, Brett, e Roberta Duffield. «Beyond Surveillance Capitalism: Privacy, Regulation and Big Data in Europe and 

China». Economy and Society 49, n. 2 (2 aprile 2020): 187–212. 
https://doi.org/10.1080/03085147.2019.1690275. 

Alsaleh, Mansour, Noura Alomar, e Abdulrahman Alarifi. «Smartphone Users: Understanding How Security 
Mechanisms Are Perceived and New Persuasive Methods». A cura di Kim-Kwang Raymond Choo. PLOS 
ONE 12, n. 3 (15 marzo 2017): e0173284. https://doi.org/10.1371/journal.pone.0173284. 

«An International Codes and Standards Organization. NFPA®30 Flammable and Combustible Code». 2015. Rafa. The 
relationship between the marine insurance amount and the insured money. University of Anbad, 2020. 

«Army Field Manual No 3-9. Potential Military Chemical/Biological Agents and Compounds». Washington 1990. 
A.N. de Jong Ship Infrared detection/vulnerability. SPIE Vol. 2020 Infrared Technology XIX (1993)! 219 TNO Physics 

and Electronics Laboratory. 
Ashraf, Muhammad Waseem, Waqas Sultani, e Mubarak Shah. «Dogfight: Detecting Drones from Drones Videos». 

arXiv:2103.17242 [cs], 9 aprile 2021. http://arxiv.org/abs/2103.17242. 
«Augmented Human International Conference, Albrecht Schmidt, Andreas Bulling, Christian Holz, Association for 

Computing Machinery», SIGCHI (Group : U.S.), e ACM Digital Library. Augmented Human’13: 4th 
International Conference : March 7-8, 2013, Stuggart, Germany, 2013. https://doi.org/10.1145/2459236. 

Barnett R., Stratulat Alisa, Andrew M., Carl Zeiss Microscopy, Advanced Segmentation for Industrial Materials using 
Machine Learning, USA 2018 

Birkel, Hendrik Sebastian, e Evi Hartmann. «Impact of IoT Challenges and Risks for SCM». Supply Chain Management: 
An International Journal 24, n. 1 (14 gennaio 2019): 39–61. https://doi.org/10.1108/SCM-03-2018-0142. 

Bone, James. «Tracking the Digital Footprint of Breaches. Cognitive hack: the new battleground in cybersecurity, the 
human mind». Boca Raton, FL: CRC Press, Taylor & Francis Group, 2017. ISBN 978-1-4987-4981-7. 

Boyson, Sandor. «Cyber Supply Chain Risk Management: Revolutionizing the Strategic Control of Critical IT Systems». 
Technovation 34, n. 7 (luglio 2014): 342–53. https://doi.org/10.1016/j.technovation.2014.02.001. 

Calzada, Igor. «Platform and Data Co-Operatives amidst European Pandemic Citizenship». Sustainability 12, n. 20 (9 
ottobre 2020): 25 8309. https://doi.org/10.3390/su12208309. 

Campbell, Matthew B., e Edwin J. Heilweil. «Noninvasive detection of weapons of mass destruction using terahertz 
radiation». a cura di R. Jennifer Hwu e Dwight L. Woolard, 38. Orlando, FL, 2003. 
https://doi.org/10.1117/12.504297. 

Cyber Infrastructure (CISA). «A Guide to Critical Infrastructure Security and Resilience». U.S. Department of 
Homeland Security. November 2019. 

Corsi, Carlo. «Infrared: A Key Technology for Security Systems». Advances in Optical Technologies 2012 (4 dicembre 
2012): 1–15. https://doi.org/10.1155/2012/838752. 

Dunn Cavelty, Myriam. «Cyber-Security and Threat Politics: US Efforts to Secure the Information Age». 
Eken, Cemaliye. «Learning from Resilience: Cities towards a Self-Organizing System». Journal of Contemporary Urban 

Affairs 3, n. 1 (1 giugno 2019): 92–103. https://doi.org/10.25034/ijcua.2018.4686. 
Erika A. Parn, David Edwards, (2019) "Cyber threats confronting the digital built environment: Common data 

environment vulnerabilities and block chain deterrence", Engineering, Construction and Architectural 
Management, https://doi.org/10.1108/ECAM-03-2018-0101. 

European Union Agency for Cybersecurity. Cyber Risk Management for Ports: Guidelines for Cyber Security in the 
Maritime Sector. LU: Publications Office, 2020. https://data.europa.eu/doi/10.2824/671060. 

Hein, Carola. «Oil Spaces: The Global Petroleumscape in the Rotterdam/The Hague Area». Journal of Urban History 
44, n. 5 (settembre 2018): 887–929. https://doi.org/10.1177/0096144217752460 

https://doi.org/10.1080/03085147.2019.1690275
https://doi.org/10.1371/journal.pone.0173284
http://arxiv.org/abs/2103.17242
https://doi.org/10.1145/2459236
https://doi.org/10.1108/SCM-03-2018-0142
https://doi.org/10.1016/j.technovation.2014.02.001
https://doi.org/10.3390/su12208309
https://doi.org/10.1117/12.504297
https://doi.org/10.1155/2012/838752
https://doi.org/10.25034/ijcua.2018.4686
https://doi.org/10.1108/ECAM-03-2018-0101
https://data.europa.eu/doi/10.2824/671060
https://doi.org/10.1177/0096144217752460


5th International Conference of Contemporary Affairs in Architecture and Urbanism (ICCAUA-2022) 11-13 May 2022 

 

 ICCAUA2022 Conference full paper proceedings book, Alanya HEP University, Alanya, Turkey           967 

Hein, Carola, e Dirk Schubert. «Resilience, Disaster, and Rebuilding in Modern Port Cities». Journal of Urban History 
47, n. 2 (marzo 2021): 235–49. https://doi.org/10.1177/0096144220925097 

Hein, Carola, e Yvonne Van Mil. «Mapping as Gap-Finder: Geddes, Tyrwhitt, and the Comparative Spatial Analysis of 
Port City Regions». Urban Planning 5, n. 2 (30 giugno 2020): 152–66. 
https://doi.org/10.17645/up.v5i2.2803. 

Hussein, Najmaldin. «The Pedestrianisation and Its Relation with Enhancing Walkability in Urban Spaces». Journal of 
Contemporary Urban Affairs 2, n. 1 (1 giugno 2018): 102–12. https://doi.org/10.25034/ijcua.2018.3666. 

Flir® infrared camera help to ensure safety at sea. (Echo Class and River Class ships). 1558693_EN.pdf 
https://www.flirmedia.com/MMC/THG/Brochures/1558693/1558693_EN.pdf 

Flir® Mariner Operator’s Manual. Thermovision® Mariner. User’s Guide. 
Flir® Radiometric Temperature Measurements 
Fischer, Bernd M., Hanspeter Helm, e Peter Uhd Jepsen. «Chemical Recognition With Broadband THz Spectroscopy». 

Proceedings of the IEEE 95, n. 8 (agosto 2007): 1592–1604. https://doi.org/10.1109/JPROC.2007.898904. 
Garbe, Christoph S., Anna Rutgersson, Jacqueline Boutin, Gerrit de Leeuw, Bruno Delille, Christopher W. Fairall, 

Nicolas Gruber, et al. «Transfer Across the Air-Sea Interface». In Ocean-Atmosphere Interactions of Gases 
and Particles, a cura di Peter S. Liss e Martin T. Johnson, 55–112. Springer Earth System Sciences. Berlin, 
Heidelberg: Springer Berlin Heidelberg, 2014. https://doi.org/10.1007/978-3- 642-25643-1_2. 

Gaszczak, Anna, Toby P. Breckon, e Jiwan Han. «Real-time people and vehicle detection from UAV imagery». a cura 
di Juha Röning, David P. Casasent, e Ernest L. Hall, 78780B. San Francisco Airport, California, USA, 2011. 
https://doi.org/10.1117/12.876663 

Geerlings, H., Bartholdt Kuipers, e Rob Zuidwijk, a c. di. «Ports and networks: strategies, operations and 
perspectives». Abingdon, Oxon; New York, NY: Routledge, 2018. 

Goerlandt, Floris, e Jakub Montewka. «A Framework for Risk Analysis of Maritime Transportation Systems: A Case 
Study for Oil Spill from Tankers in a Ship–Ship Collision». Safety Science 76 (luglio 2015): 42–66. 
https://doi.org/10.1016/j.ssci.2015.02.009. 

Haywood, Russ. «Railways, urban development and town planning in Britain: 1948-2008. Transport and mobility 
series». Farnham, England; Burlington, VT: Ashgate, 2009 

H. Boyes, R. Isbell and A. Luck. «Code of Practice. Cyber Security for Ports and Port Systems». Institution of 
Engineering and Technology, London. 2016 

H.Wu, W.Li, W.Li, G. Liu. «A Real-time Robust Approach for Tracking UAVs in Infrared Videos”. SigPro Lab, School of 
Information and Communication Engineering, Xi’an Jiaotong University Xianning West Road 28, 710049, 
Xi'an, P.R. China. 

International Chamber of Shipping et al. «The Guidelines on Cyber-Security Onboard Ships». (2020) 
Jankauskaite-Jureviciene, Laura, e Aušra Mlinkauskienė. «Community Participation in Decision Making Processes in 

Urban Planning: The Case of Kaunas». Journal of Contemporary Urban Affairs 5, n. 2 (24 gennaio 2021): 
197–208. https://doi.org/10.25034/ijcua.2021.v5n2-3. 

Kitzen, Martijn, e Christina van Kuijck. «All Deterrence Is Local: The Utility and Application of Localised Deterrence 
in Counterinsurgency». In NL ARMS Netherlands Annual Review of Military Studies 2020, a cura di Frans 
Osinga e Tim Sweijs, 287–310. NL ARMS. The Hague: T.M.C. Asser Press, 2021. 
https://doi.org/10.1007/978-94-6265-419-8_15. 

Kohnke, Anne, Dan Shoemaker, e Kenneth Sigler. «The complete guide to cybersecurity risks and controls. Internal 
audit and IT audit». Boca Raton: CRC Press, Taylor & Francis Group, 2016. 

Kohnke, Anne, Kenneth Sigler, e Dan Shoemaker. «Implementing cybersecurity: a guide to the National Institute of 
Standards and 24 Technology Risk Management Framework. Internal audit and IT audit». Boca Raton, FL: 
CRC Press, 2017. 

Kolokotronis, Nicholas, e Stavros Shiaeles, a c. di. «Cyber-security threats, actors, and dynamic mitigation». Boca 
Raton: CRC Press, 2021. 

Kunz, Jakob, e Bernd Jähne. «Investigating Small-Scale Air–Sea Exchange Processes via Thermography». Frontiers in 
Mechanical Engineering 4 (26 marzo 2018): 4. https://doi.org/10.3389/fmech.2018.00004 

Langen, Peter W. de. «Towards a better port industry: port development, management and policy». London ; New 
York, NY: Routledge, Taylor & Francis Group, 2020. 

Libra, Martin, Milan Daneček, Jan Lešetický, Vladislav Poulek, Jan Sedláček, e Václav Beránek. «Monitoring of Defects 
of a Photovoltaic Power Plant Using a Drone». Energies 12, n. 5 (27 febbraio 2019): 795. 
https://doi.org/10.3390/en12050795. 

Liu, Lisang, Fenqiang Liang, Jishi Zheng, Dongwei He, e Jing Huang. «Ship Infrared Image Edge Detection Based on an 
Improved Adaptive Canny Algorithm». International Journal of Distributed Sensor Networks 14, n. 3 
(marzo 2018): 155014771876463. https://doi.org/10.1177/1550147718764639. 

https://doi.org/10.1177/0096144220925097
https://doi.org/10.17645/up.v5i2.2803
https://doi.org/10.25034/ijcua.2018.3666
https://www.flirmedia.com/MMC/THG/Brochures/1558693/1558693_EN.pdf
https://doi.org/10.1109/JPROC.2007.898904
https://doi.org/10.1007/978-3-%20642-25643-1_2
https://doi.org/10.1117/12.876663
https://doi.org/10.1016/j.ssci.2015.02.009
https://doi.org/10.25034/ijcua.2021.v5n2-3
https://doi.org/10.1007/978-94-6265-419-8_15
https://doi.org/10.3389/fmech.2018.00004
https://doi.org/10.3390/en12050795
https://doi.org/10.1177/1550147718764639


5th International Conference of Contemporary Affairs in Architecture and Urbanism (ICCAUA-2022) 11-13 May 2022 

 

 ICCAUA2022 Conference full paper proceedings book, Alanya HEP University, Alanya, Turkey           968 

Macaulay, Tyson, Bryan Singer, e an O’Reilly Media Company Safari. «Cybersecurity for Industrial Control Systems». 
Taylor & Francis Group. 2016. https://learning.oreilly.com/library/view/-/9781439801987/?ar. 

Mandal, Anindita, e Hugh Byrd. «Density, Energy and Metabolism of a proposed smart city». Journal of 
Contemporary Urban Affairs 1, n. 2 (1 dicembre 2017): 57–68. https://doi.org/10.25034/ijcua.2017.3648. 

M. Hershman «Urban Ports and Harbor Management. Responding to Change along U.S. Waterfronts». Routledge 
Library Editions: Urban Studies. 2017. https://www.taylorfrancis.com/books/e/9781315099873. 

Mojeswara Rao Duduku, Kavuluri Lakshmi Narayana, Kavuluri Venkata Ramana and Chintalapati Sridhar Yesaswi, 
Development of an Expert System for Condition Monitoring of Submarines Using IR Thermography, 
International Journal of Mechanical Engineering and Technology, 8(4), 2017, pp. 26–33.  

Muley, Sarang V., e Nuggehalli M. Ravindra. «Emissivity of Electronic Materials, Coatings, and Structures». JOM 66, 
n. 4 (aprile 2014): 23 616–36. https://doi.org/10.1007/s11837-014-0940-0. 

Nassar, Usama Abd Elhameed. «Urban Acupuncture in Large Cities: Filtering Framework to Select Sensitive Urban 
Spots in Riyadh for Effective Urban Renewal». Journal of Contemporary Urban Affairs 5, n. 1 (24 gennaio 
2021): 1–18. https://doi.org/10.25034/ijcua.2021.v5n1-1. 

Natephra, Worawan, Ali Motamedi, Nobuyoshi Yabuki, e Tomohiro Fukuda. «Integrating 4D Thermal Information 
with BIM for Building Envelope Thermal Performance Analysis and Thermal Comfort Evaluation in 
Naturally Ventilated Environments». Building and Environment 124 (novembre 2017):194–208. 
https://doi.org/10.1016/j.buildenv.2017.08.004. 

Notteboom, Theo, César Ducruet, e Peter W. de Langen. «Ports in Proximity: Competition and Coordination among 
Adjacent Seaports». London; New York: Routledge, 2016. 
https://www.taylorfrancis.com/books/e/9781315601564. 

Pandey, Shipra, Rajesh Kumar Singh, Angappa Gunasekaran, e Anjali Kaushik. «Cyber Security Risks in Globalized 
Supply Chains: Conceptual Framework». Journal of Global Operations and Strategic Sourcing 13, n. 1 (13 
gennaio 2020): 103–28. https://doi.org/10.1108/JGOSS-05-2019-0042. 

Patterson, Wayne, e Cynthia E. Winston-Proctor. «Behavioral cybersecurity. Fundamental principles and applications 
of personality psychology». First edition. Boca Raton: CRC Press, 2021. 

Polemi, Nineta. «Security of Ports’ Critical Information Infrastructures». In Port Cybersecurity, 27–66. Elsevier, 2018. 
https://doi.org/10.1016/B978-0-12-811818-4.00003-4. 

Półka, Marzena, Szymon Ptak, e Łukasz Kuziora. «The Use of UAV’s for Search and Rescue Operations». Procedia 
Engineering 192 (2017): 748–52. Transcom. https://doi.org/10.1016/j.proeng.2017.06.129. 

Porter, Nicole. «Landscape and branding: the promotion and production of place». Routledge research in landscape 
and environmental design. London; New York: Routledge, Taylor & Francis Group, 2016. 

Ren, Peng, Qinglin Meng, Yufeng Zhang, Lihua Zhao, Xu Yuan, e Xiaoheng Feng. «An Unmanned Airship Thermal 
Infrared Remote Sensing System for Low-Altitude and High Spatial Resolution Monitoring of Urban 
Thermal Environments: Integration and an Experiment». Remote Sensing 7, n. 10 (27 ottobre 2015): 
14259–75. https://doi.org/10.3390/rs71014259. 

Schnieders, J., C. S. Garbe, W. L. Peirson, G. B. Smith, e C. J. Zappa. «Analyzing the Footprints of Near-Surface Aqueous 
Turbulence: An Image Processing-Based Approach: NEAR-SURFACE AQUEOUS TURBULENCE». Journal of 
Geophysical Research: Oceans 118, n. 3 (marzo 2013): 1272–86. https://doi.org/10.1002/jgrc.20102. 

Senarak, Chalermpong. «Port Cybersecurity and Threat: A Structural Model for Prevention and Policy Development». 
The Asian Journal of Shipping and Logistics 37, n. 1 (marzo 2021): 20–36. 
https://doi.org/10.1016/j.ajsl.2020.05.001. 

SenseFly® Duet T® Camera Collection; Flir® Duo & Duo R® User Guide (2017) 
Shapiro, Lauren R., Marie-Helen Maras, Lucia Velotti, Susan Pickman, Hung-Lung Wei, e Robert Till. «Trojan Horse 

Risks in the Maritime Transportation Systems Sector». Journal of Transportation Security 11, n. 3–4 
(dicembre 2018): 65–83. https://doi.org/10.1007/s12198- 018-0191-3. 

Stecz, Wojciech, e Krzysztof Gromada. «Determining UAV Flight Trajectory for Target Recognition Using EO/IR and 
SAR». Sensors 20, n. 19 (8 ottobre 2020): 5712. https://doi.org/10.3390/s20195712. Taguchi 

Svilicic, Boris, Miho Kristić, Srđan Žuškin, e David Brčić. «Paperless Ship Navigation: Cyber Security Weaknesses». 
Journal of Transportation Security 13, n. 3–4 (dicembre 2020): 203–14. https://doi.org/10.1007/s12198-
020-00222-2. 

Szyliowicz, Joseph S. «Safeguarding Critical Transportation Infrastructure: The US Case». Transport Policy 28 (luglio 
2013): 69–74. https://doi.org/10.1016/j.tranpol.2012.09.008. 

Taguchi et al. Template Matching Processing Device and Template Matching Processing Program. United States 
Patent 8,971,627 B2 (2015) 

Talley, Wayne Kenneth. «Port economics». 2nd edition. Routledge Maritime Masters. London ; New York: Routledge, 
Taylor & Francis Group, 2018. 

https://learning.oreilly.com/library/view/-/9781439801987/?ar
https://doi.org/10.25034/ijcua.2017.3648
https://www.taylorfrancis.com/books/e/9781315099873
https://doi.org/10.1007/s11837-014-0940-0
https://doi.org/10.25034/ijcua.2021.v5n1-1
https://doi.org/10.1016/j.buildenv.2017.08.004
https://www.taylorfrancis.com/books/e/9781315601564
https://doi.org/10.1108/JGOSS-05-2019-0042
https://doi.org/10.1016/B978-0-12-811818-4.00003-4
https://doi.org/10.1016/j.proeng.2017.06.129
https://doi.org/10.3390/rs71014259
https://doi.org/10.1002/jgrc.20102
https://doi.org/10.1016/j.ajsl.2020.05.001
https://doi.org/10.1007/s12198-%20018-0191-3
https://doi.org/10.1007/s12198-020-00222-2
https://doi.org/10.1007/s12198-020-00222-2
https://doi.org/10.1016/j.tranpol.2012.09.008


5th International Conference of Contemporary Affairs in Architecture and Urbanism (ICCAUA-2022) 11-13 May 2022 

 

 ICCAUA2022 Conference full paper proceedings book, Alanya HEP University, Alanya, Turkey           969 

Tedeschi, Pietro, Savio Sciancalepore, e Roberto Di Pietro. «Security in Energy Harvesting Networks: A Survey of 
Current Solutions and Research Challenges». IEEE Communications Surveys & Tutorials 22, n. 4 (2020): 
2658–93. https://doi.org/10.1109/COMST.2020.3017665. 

T. Mahnken, T.Sharp, G. Kim . «Deterrence by Detection: a key role for unmanned aircraft systems in great power 
competition». Center for Strategic and Budgetary Assessments (CSBA). 2020 

UNCTAD/DIAE/PCB/2021/1 «Investing in the Sustainable Development Goals: The Role of Diplomats». eISBN: 978-
92-1-604005-5 

Vollmer, Michael, e Klaus-Peter Möllmann. «Infrared Thermal Imaging: Fundamentals, Research and Applications». 
Weinheim, Germany: Wiley-VCH Verlag GmbH & Co. KGaA, 2017. 
https://doi.org/10.1002/9783527693306 

Wang, James Jixian, a c. di. «Ports, cities, and global supply chains». Aldershot, England; Burlington, VT: Ashgate, 
2007  

Yin, Jiale, Lei Liu, He Li, e Qiankun Liu. «The Infrared Moving Object Detection and Security Detection Related 
Algorithms Based on W4 and Frame Difference». Infrared Physics & Technology 77 (luglio 2016): 302–15. 
https://doi.org/10.1016/j.infrared.2016.06.004. 

 
 

https://doi.org/10.1109/COMST.2020.3017665
https://doi.org/10.1002/9783527693306
https://doi.org/10.1016/j.infrared.2016.06.004

